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"The purpose of this Act is to extend the present laws
of Canada that protect the privacy of individuals with
respect to personal information about themselves held
by a government institution and that provide
individuals with aright of access to that information.”
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"The purpose of this Part is to establish, in an erain
which technology increasingly facilitates the
circulation and exchange of information, rules to
govern the collection, use and disclosure of personal
information in a manner that recognizes the right of
privacy of individuals with respect to their personal
information and the need of organizations to collect,
use or disclose personal information for purposes that
a reasonable person would consider appropriate in the
circumstances."

INDYPINN NHIND - 1.3.2
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Data ) >N YN Sy NN NPOWY 24/10/95-1 napnn Iwr °95/46/EC “navopart
L YOPYTI DN, 1 PYDI DXNDNNY X9 ,NDOPPTN T .(NA%0P1 — \onb) (Protection
nObject of the Directive

1. In accordance with this Directive, Member States
shall protect the fundamental rights and freedoms of
natural persons, and in particular their right to privacy
with respect to the processing of persona data

2. Member States shall neither restrict nor prohibit the
free flow of personal data between Member States for
reasons connected with the protection afforded under

paragraph 1."

TIDY MW 5y NIPN D321 XN TINRN NNOND \INKY MW DY NDN NPNX NDVPTN
VAYNN DINNDY (NPTNHN DY XI3551 NNV NMAIY) PNVLIAD ,NNND ,NDNN NNVIAD MIVIND
PTO NDOPPTN MXNN DX OINNHNNI MY NPPX MNTN DV PPN ,NNRY DY 59N
NPIN) MIIND PNV HY DXIMYD DNV NYIAP TIN ,NON DIIINN DY DI DONIN IMIPNN
19 105 .(Data Protection Act of 1998-n ,>0>721 Y71 NN PINY 28-29 DXYD NNXNTY) PIN
(2)3 PYD) YN NDLY MDY ToNNI DYV YN MDY DY NON NPX NDVPPTN

NPT

YINTHN PTN NIRNNA TINRD MTH DX NDNN NPIPNN INNVPRN TINNRN DY NPYPN NN NDVPIT o

.1TN 9521 NDOPITN DY IAINT YN DNDN NYT DIPOY )T NN OIIN NDOPPTN MNNND
Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on 10
the protection of individuals with regard to the processing of personal data and on the free

.movement of such data

10
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"An Act to give effect to the convention for the
protection of individuals with regard to automatic
processing of personal data done at Strasbourg on the
28" day of January, 1981, and for that purpose to
regulate in accordance with its provisons the
collection, processing, keeping, use and disclosure of
certain information relating to individuals that is
processed automaticaly. An Act to give effect to
directive 95/46/EC of the European parliament and of
the council of 24 October 1995 on the protection of
individuals with regard to the processing of personal
data and on the free movement of such data, for that
purpose to amend the data protection act, 1988, and to
provide for related matters. "

Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 1

concerning the processing of personal data and the protection of privacy in the electronic
N NLVPPT .communications sector (Directive on privacy and electronic communications)
NYNIN YN NDVPIT NIVIN NNINKY .7129VADY 11-1 MIAPYL KW IMNA 97/66/EC N200p»T NN Naonn
DIYPN MDY INMYPN STV NNIYpn Oonny nayn n»Tom 2002/58/EC nvp»Ty nnddwnd
Directive 2006/24/EC of the European Parliament and of the Council of 15 March 2006 on )
the retention of data generated or processed in connection with the provision of publicly
available electronic communications services or of public communications networks and

amending Directive 2002/58/EC

Directive 2004/23/EC of the European Parliament and of the Council of 31 March 2004 on 12
setting standards of quality and safety for the donation, procurement, testing, processing,
preservation, storage and distribution of human tissues and cells

2003 9908
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DYLINYIN DXDYDN 1D NYY TII NI MYLN NP YR SRYIN DNPNI NPT dHyad
JNRNNI 3 PYD PN KD (123-1 823 317 317 17 ,217)

— 2 NI PIND NYSND 920010 21272

nPvYIaY Math Sy pav ,5%00 ;v nrvian nun pn”
797302 MY *TY R1 270 .DOTIRND YW R DIR 12 HY
20AVND N2 NPYosa 19 ,INRD PINY 3 YDAV "DIR”
Y23 . L. DIMNY D NMNRD DITNN DR pNY YN
L0990 NN PINY T17- 117 317 217 DIYYD MIRNN
MR ,PY NPT MIVNY YN MIRNL DIPOIYN
IR YTN NPONI DPOIWN MNRN PINY 22341 'R23 DIQYD

7,078 D91 NRN MY

DYTINND NN NNY XOY IN2 AWUNR DMOPN ANND NPV TN 1N ANND DAY ToNna
VTN MNND YN ONWIN DN

MMYN VauN - 2.1.2

NDY 7251 OTN 227 NN YN JY INDM YHD NITHN NN N2 OMNX O>ITON2
DTON XY ,T292 YN DY NNNY IX NPLIY DXWNIN DMITON NN D WHT) .DYTINND
PN MO 5Y NN IR DPINDN MTIDD YN DDYDIL I TIVNIY

AP —2.1.2.1
MR YN NN ooN»nn ,PIPEDA-mM n»vaon pin ,nMipa 0»vmvIn opinn Ny

1292 07X 25 W7 — 7 individual 7o (N1 Sw 3.1.2.1 9192 NY'9IN)

13 PYD ,PVLI9N NN PN Y
14 yo 190 N PN
.230 0y )ownn nrna boma
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IDNPNN MNINN — 2.1.2.2

.7252 DTN 2 — 7natural Person”’y »¥x YN NITINI NONMNN TPV NDOPITN

139998 — 2.1.2.3

oTx "2 — rliving individual” nnd y1rn NN DNPNN TOPNRI YR DY INNN PN
7252 0»N

M9N "yt - 2.1.3
) NIN DN NYNRIN DAYV 190101 NI DY ANNN NX VRYND WY DIXNIAD NNXM 1IN NN

PVIYN NPYIR DI HY NI DTN 202 HY NMDT )N JDVNY DTRD MM PON NN NPV
125 NNPYI HY NDDIAN 1T NIDT,NPMDVIINI OYNRD TINN DY G0N, NPV MY DN»NNA
DTNN Y PONIVPN YD) INNKY ANTIN TNXN PYINN NI DY MMINVIND ,OTRN T2
952 PN DN TN DOINIPNI IMN INPYIN NN NN YT 1T — NN OX — NPNY N
LDYTINND YINN

NIN ITONN DY022 PIND TIVD YT MNNNA YN NYIND DTN 12 DY NNN DX PTON IWUNRD
MDA NYNAN NI PN TN YN RYIND TIRN DY NNN NITON NN NNIWH .NPLIIN
NPVIAN NNN PIN,NNT MYNTN TIRND DY NMMNDT PYW DX DI, 70 TINNN DY NP
DOPIN TN PN NPND NVY PPN TIY .TINN NN NN DDID NN DY NNV IPN
-OMYN L NPINDN MONY PINT DINMWYAY 9D DMINDHN MTIDN PT DY INN OIPTN
PN ¥,1911 ;00981 MDY PIN 295 DINDN DININ DOPNNA YR MINN Yy 1N 71999
TIVY,MPO-PT-TIY PDIN PIRPIZ PPDIN 1272 DD ,AWNN IDIND NPTN IDIND ,DX2IWNHN
MO MTVY ,NDION DV LAVN PIN ,NPIND NTY NTHY NN O) 1D PINN NNNN .OPT NYI
NNION NXRIPY DNIVTN NINDNI) NPINT NPVIFT MDD PPYA NNINT DX, NPVIFD PNPIND
NN 9NN PRY NTPD PPTA ANV NYTN IWRD |, (16-0 NN ToNNA NNIDNA NPINY SV
LDYTHINRN DY NPVLIN DY NN

NN D900 OTND 72 PIAY NTIV NPYIRD TIRND PA - NADN MININ NDMP DT PRYa
NO2W MPNX YT MNINND IWPNA NPVLIY TIRND MO OXPIN NIRY NTNYN TIRND
YNNI DY DN 1IINN MNRND ,NINTY INPVII DY NNND ,TIRND TIN VIO DY IMDT NN
ND YTNN OORWIND 1D DY PIND 7 PYD 230 INTITHIND YN NDRNDY INNN PR 1NN DY
PR LOIIN DN IMND NNNT YTNRN DX JPNDY PO NPVIAN NND PIN MDD NMDT MIONIN
,DN0N TIRN TIN2 DXVI9 DY DNPMDION DMIXN I NDNRND JY NPON DY TOYND >TD NN
AMDN MIOSWN PINA YT RN NITHND ONPNNI

NN 22NV NNIYWINT 221N N2WY DIXTIND DY D) 2 P9 NONNY YYN DMP 2D 1PN) ,0PDY
NPVIAY MO NN NPIN TINRN DY D) NPVIAD MITN NONN .NNMIN ONNIM MIIN GPON
NIV MDD NMPON NMPNYIN TNDINY DYDY XXIAND NNOY ONPNRn NIYPnn

186y ,0MwNN o
L2633y /2770 N 8
. 1A90N NPIN NN DO 22/11/04 DN VLAV PIN,APIN ATV NPIONS W 2
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727NV 0PN MDD DY NPT NN ONNXD VAYNN N2 ONDY NN DWH .NPMONIN
1) 0T WA DTN 72 SV NPLIY MDD YID DINNNA DAN ,TINN DV IWPNI wpann
NON PN YTNY IR YN NI DY PIND 2D MON IN TTND N NIAPY Dpwd

STIRNIPRY DTN MTIN YTIO NITINN

Ppyyinn ny - 2.1.4
DN YN ORYIN YR D3 YTINN MIRD DINN DX PTONY ¥ NNNA 3N VN NYTS

.DYPII 901 HY NDDIAN N NTHY .OYTIND

NPVIIN OINN NITOND NI YT JY NNNY YN ITONN NINIAY NIN NNXY JNNY OTIND
375 NN TIN YT 21172 72)7 MA1NHN MNIN NNNNY MDIN 72 P9 NIRNN /NPONIPN
P2 Y72 NNNND YN NYIY YIDIVN YYND YW NPVLIAN DINNL NP0 MNNN L2 YN IPIY
ADNN NN YN DY YT DOWD MIYSNIY NN DN T DY DX 1) MYLN DTN T DY DN
D>2>379N DXVI9N PIAD TIRNN P2 NVIMN NN TINNY N ROY PPN ,0NVIYD 1D MND
22V DXVYAN NPV DI NYND TIRNN NPV NYN RIMNIN ININ

1IN DTX 7Y NTAWA P NNPNRY INY TOVAYN NNN PN 7 TINNYY PDTRY P MININ
YT DY NN DY MINDY IWPNA HPVIMNMDT NPND NNNINR NPRY NN — DNIDN PVIVN VTON
192N P25, HRNN DY DNDN POV DY INPVIY P2 NIXNN MNIANI DN VIVNN NYT 12N
NINTY, NPV NNNY DIYNI DN D NNIND JN TYUNX DMNIYVN THIRNND INIY PIDY IMN Dy
MTINRNNN TOND ITIND DY DIPNN NOIWIN SYNNN DN DI TINNY NTIYN NN TN
2Y PNY DTYN TPIMPN NNNN NPV NN PIN YT DY DINNN DIDIYN PRYY NPVLILDI PN
DIVYN DY PND NTYN NPVIAN PT DV NNNN .DDON NONIN NN )P TIY DY YN
JNNYOWI Y9355 TIY 0N XINY 22019 Y791 92)1TH DX D) ,Y TN NYID VINPYW XNV ,INNR

MKH NYHNPN —2.1.5

.PINA NYENA DIYNINN DINPINY 91993 139 5Y ¥PINN 280N NN PRYNY Y8

TIPS 211) 0 NI 110 N90Y 1IWN Ty
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022YNIIN DIINY Y199 Y9INND DY PIND NINHD — 2.2

0»phasnh - 2.2.1

-9 NYIP PINY 7 PYDA YN MRNDT NITIN

Y010 YRNNRL PIMIND LYTN NN QOIR - YT RN Y
[7.9 =YW MWITAN] 7 29NN TIYY TYINNI TVAIR IR

DYLN DX AYNMNNY DPRY YN NRN DY MON PN /A P MINNN ,0MPN ITONN NPNIN
PINY 72 P9 NPPPN MYNNNI PRINKN YIOR MM NRY 71093 DT YW N1 N80 19
— NPVION NN

YTNIN MNIRN YV 92PN WD DR DTN avnnn ... (R)”
DYVPANMPI DM PIOTPR YRNAR PADN DINIXY DTN
... TN NI2YNY NYYHYY DN DM YV

5V 119730 DXY2 NITRA N1PVIA2 NY”aY 11900 Ta5n (2)
2VNNA IRY CTNR VRN OWR YT Y MOT Nnd
mMMmpnn YTNY NWN IWaRN awWNnNn (MAvN NN
DIPY MIANNN IR DAI0N NHYAN Y DPMIM DY
NN YTN NIIYN IVARND 2VNNN NIVPYR TINa
1Y YV MNIVAR XY 921 17V NIIYNY NNR DM
[09 DY N™MTH 3-4 'Y ”... DM

nYWYN VOV - 2.2.2
1P - 2.2.2.1
- N2 JOIND YWON YN HY TIND DNMNN YTIPN NPV NNN PIN

"personal information bank" means a collection or
grouping of personal information described in section
10;

10. (1) The head of a government institution shall
cause to be included in personal information banks all
personal information under the control of the
government institution that

(a) has been used, is being used or is available for use
for an administrative purpose; or

(b) is organized or intended to be retrieved by the
name of an individual or by an identifying number,
symbol or other particular assigned to an individual.
(2) Subsection (1) does not apply in respect of
persona information under the custody or control of
the National Archivist of Canada that has been
transferred to the National Archivist of Canada by a
government institution for archival or historical
purposes. "

1981 NI - N7NVYNN LAY YNIN NYTN .DXAWNNIA 191107 Y70 MYSNNI NIINRD DY NYIND NTYNN 2
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.D22UNN DPRY DX NMNND DXAVMNND YT ONINRND P2 MINIAR PN DT PIN )MONT
("record”) NmwIY ,7P0NY NON YN MINDY MOonN»nn P PIPEDA-2

91NN MNINN — 2.2.2.2
9 DY .DMAVMNN DPRYD DXAVMND YN ONRND P MNIN IXY INNX OINPRND TINONRD
.DN0N PIVIP XA LY YTID NMIVINN NDID NIN 1MV WITN 19N NYINN NITHINN

persona data filing system™ (‘filing system’) shall
mean any structured set of personal data which are
accessible according to specific criteria, whether
centralized, decentralized or dispersed on a functional
or geographical basis; "

TOPN - 2.2.2.3
— NI 19IND YT NN NITHIN NOIY NIN TIDPN

"Relevant filing system” means any set of
information relating to individuals to extent that,
although the information is not processed by means of
equipment operating automatically in response to
instructions given for that purpose, the set is
structured, either by reference to individuals or by
reference to criteria relating to individuals, in such a
way that specific information relating to a particular
individual isreadily accessible. "

290 Nyt - 2.2.3

DYRY YN ONNND D) 2007 NN YN NIND NITIN 2D DXNIAD NMNND 1IN 1IN
NINS DMT DXNNNND NYIND NPVINT DYDY NIDDN OO NNINY YW DINN .DXAVMNN
mM22M) INK YN DY YPNRN IR DINND INY YR PV ,00auWMND DMINNIY MIDONN
NON D NNN YOIY MDD NN YN ¥TI 752 PN ,O0IN ,YTHIN NXAN DY MWPN NN DY THN
DPVIAD MY

,IOMDN DTN L NOD DAYMNN DPRY DNNNY DXIAVNND DXNNND P2 MNIANN 90N
YN NRD PHND L,PON MYPA 01D N OO ATV NND TNPNA L, TPMONDND MINIAN
YT ONNRN DY D) NPPPNN DR 2INND TNND G0N DYV TONDY MNT YT NINND AWMNNH
DOYPRD TINNRD PT2INRIYIN PTN P YN DN DNNSD NN NI 07T
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2uyyinn ny - 2.2.4
DYNRY YN SNRN Yy D) DYPN ITONN NN DAY PR D DAAD INNA 1IN LIWN

.DYM2aVNMNN

NN 0N HYA NMLVP ,DXAVNNND DPRY YN MNNRNDND NNIND NYION NTHN DNV
DXAYMMNN NON YTHRN MNNND DIND O YN MV MADNN 001NN YNID NIOVN
SNya oby»

SN NYONPN - 2.2.5

— NY2Y 7975 NN NN YW XWID BIpna
LD07 TN IN 1N 295 12 NN Y193 INNY JNIIY SYIN Y151 91N YWY GOIN 73151 NN

1739 D»M YPNTP OO XL MY 2
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myn -3

YR NN —3.1

0P0 asnn -3.1.1
-9 YA PINY 7 PYD YR NVTIN

NPIX WIRN 1TAYN ,DTR SV INPWR HY DM - pn” 7
JUPIRPNN INTWIN 99590 128N MRML A¥N IMWR
7 INNNRY PMYT

NPNYII PIND DY MIPNA I0INT N2 IWUXR NMNY NITHIN NP DY YDNN NITHN
Jmvy

DIYN VOV - 3.1.2
A1 —3.1.2.1
- YAPYTI NN WX YR NN PTIPN NPV PN

" "personal information" means information about an

identifiable individual that is recorded in any form

including, without restricting the generality of the

foregoing . . ."
NS T OXRIDT AN, TION ,OIND Y DY YT PNID OUONR YT MINDNIT NNHD) TYHN PIND
790N PNYD 2D NITHIND NYAIP PR YNRD MINDNT 19010 NN INND . MINDNT 71N
PYD) NV T Y DNON YN ,NONTD IR YTNI DIDN YN ONPNNY PR DINYD
(K)3 yo) NYPTHN DY DMWY INNY NN WPNNIY >0 DY ONON YN (NP9 PINY ()3
DTX Y Y110 (NP9 PINY (1)3 PYD) DTRY NMHINNWY D555 NAVLN HY YR ,(NPVLI PIND

DPVIAN PIND (M)3 PYD) MY 20-1D TN D TLNY

— NN 19IN2 NNONN SN YN NN PIPEDA-2

" "personal information” means information about an
identifiable individual, but does not include the name,
title or business address or telephone number of an
employee of an organization.”

DN TININN — 3.1.2.2

- NAN J9IND MOWIN YT TI INNPRD TINNN

"(a)"personal data’ shall mean any information
relating to an identified or identifiable natural person
(‘'data subject’); an identifiable person is one who can
be identified, directly or indirectly, in particular by
reference to an identification number or to one or
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more factors specific to his physical, physiological,
mental, economic, cultural or socia identity;"

13998 — 3.1.2.3

YT D WITIN ,NTIPN NNV, TIDINI .NDVPITI NNDNVY 29D NITHINNN VYN DY DIPNRN
NIV 29D NITINN 1PN .0MNN P2 XY PYTY TUR DTRD YA RIN ONX P OIWNR YN 1IN
- TIOPNAYTNN NNN PIN DY

" "personal data’ means data relating to a living
individual who is or can be identified either from the
data or from the data conjunction with other
information that is in, or is likely to come into, the
possession of the data controller”

n*9Ys HNsvn —3.1.3
YNN Y9 NN NYDION NI NITHIN NNY W 0D INSN YW MDY NNODN NN DT P

PIMTIX DTN INMN DX MNTY I TYRD P INPVIIL YNAD 2DY DTN MTIX YT DT MTIN
DT MTIX YTNIO P MOMDT YN NITIN YD POIND NN NN NXDNN TIA0 Y DHN
NN 7901 Y02 DY RNNTY) NS 1NN N NN

DY DXNNN LPN PINNY TID DXVIVYNN TIVN 27 NMIVN NN NNAND MNNN YPIAN MY PO
NYIN 7OV PINY  NVTY NPPPNN 11272 MTPNNX XD DI I2T ,000)T DWpPna
DXNNNI  VIDOWN WX YR 7YY HOMYIRN IOND MIVINT MY VOPYIND PN
PIND NMININA JT XD ANNIY PPN, NNT DY .1MIYI NN ORD 0N MMT NNINDY DMWY
NPY DY NMWYHYNI NN KDY (PINY 'R P19 MAY) 7IPORIPN NPVLI’N NN NMNYNN
PIN2 DXPNAN DXNNNA WIDIY DY NYTN NN TNYA D YN ,NPPPNL N DXNNIN

SN NYYNPN - 3.1.4

= NN 19IND Y7197 NN AN MIVY y¥m .1
;099520 DIYNNNA 1Y JNNN IN NNIM DTN MTIN Y7910 DD /IYIN Y1917
PN 7RV Y DIYIANNN DINNN TININ 1IN TINYA 3 XN .2
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N YR NN — 3.2

Dpn asnn - 3.2.1
-5 YA PINY 7 PYDA 1YOX YR NN
- N YR

axn MWR MR [ DTR YW mPwR Yy oam (1)
SNNNRY PIIYT 253550 1a8Nn [ INIRMA

PIND DTV MYIRL NI PIP DVAVAN WY YR (2)
75997 YN RINY ,N01IN YV VAaVM PIN

YOINTD YTHYN NN D) NOND YN NITINY TO2 NIN 7YWDY Y DRI 7y PR P MINARD 0D
PR IV TID NN DR DNVIN MY PA TONIWYN NMININRD THINNPNN INTIYIN NX) DTN DY
PRI NNMNY NITHINN ,7YTRY NITHIND 1N LIND D) .DHYIND NV P2 MNIAND N2 NIVHIYNH
.PIND DY MM NIVORD

AN YN NITHIN DX NIND INMDND WHNWN KD DXVIVNN W D PIX)

NNYN VOWYN - 3.2.2
AP —3.2.2.1
YD ,NYNIN YT NITINND NTIV MINLPL MONMNN PN ,DXOMDIN DOPIND NV ,NTIPA

SN YN YPTIND JNNIY IR

9)IND TININN — 3.2.2.2
DYNNN YN ONDN TAND VIND YN TIYD ,NIINID ,ION) TPNPRD NPT 8 Pyoa
— VNI YN DNPON DNMNND 1NNV ,PyDa

Member States shall prohibit the processing of
personal data revealing racia or ethnic origin,
political opinions, religious or philosophical beliefs,
trade-union membership, and the processing of data
concerning health or sex life. "

MY UKD 1D 7Y YR TaYD MOIND DINT DN NNN PYDN 2D ¥HTIY ¥ NNT DY
M>YaN ToNN2 YNXIANND DY IWYNRD ; (NDOVPPTY (8)(2)8 PYD) YTNN RV DY NNOON
ND YTNINY ONINI IR 9NN 2N XIN YTNRD XYINY NNT NIV IPRY 91 DY 1PDO0NON
SY DDMND YNNI NIPNI ; (NDVPPTY (A)(2)8 PYD) INNIDN KO D1WIOY DITTEY YV
(8)(2)8 yD) HVAYN TON N TNXD NIN YNNI NIPNA PO YN XY O
MY 19 1D (NDVPITY (3)8 PYD) DPNXIDT DIIIND WITI YTNN IWRD ; (NDVPITD
NINDY /7NN DIVIRY DY DINYVN WIAPIV IN DY DD DN VAP MNTHN 2D MIVIN
P29 DYIN DMV 1N 1Y ,(NDVPITY (4)8 GPYD) NNPANN MYIN NVINN 29 DY N PT 29D

(N2>OPPTS (5)8 PYD) DXNNDN DONINI
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173999N - 3.2.2.3
— YIPYTI SWON YT NITHIN MO T HY NDOPPTH IR DY»Y 1IN TIOPNI

" Sensitive personal data means personal dataasto —
(@) the racial or ethnic origin, the political opinions,
religious or philosophical beliefs of the data subject,
(b) whether the data subject is a member of a trade-
union,

(c) the physica or mental health or condition or
sexud life of the data subject,

(d) the commission or aleged commission of any
offence by the data subject, or

(e) any proceeding for an offence committed or
alleged to have been committed by the data subject,
the disposal of such proceedings or the sentence of
any court in such proceedings."

19N HyT—3.2.3
MY YN YR DY NITIND YIND NNNN DD 0N DXN DIPT PN DT RYNA 2D POX)

YTIND NID YD YYNN 191 N1I1712) DTN NITHIN NDIY MININ W) MNINN DY DMIPIYN DOUPN
ND VIMNY YN YN UKD DPND MIND HYIS DINN IWR NNYIY 01D D0y NITINN DY
SN YR NYTIN NNDNAIDIDOIND

P MPOY W 1YY YR NITHINYY NN D DONIAD MNNN YIIN MIAIN DY DY IMIDDA
MO N YN ONIND DY NANND IRNNL DD YD INSN LYTNN NDNHD DIV PIYD
NI LAYNN A ,DNVIYY IMIYIIT NINNT HYA NN 1AM YN NN DNODONY Y HN
N YY NOX VIDY WYY 12 ¥ PHRN N0 DX NIYNL XX, NPVLISY MO DY 1IN P19
VYNY YN YR YR PAXTITH NYIAPA TNN PR TIAY PN OV WY WIOND
.DIVIN NN TNNY

NN NN DIVIY NN DY NN 1PN DNPINN DNYTI QUNX YN N0 NN PN NMIND N
W NS NYTY .DMIND DNIN YDV DY NNPYA IWOND 1IN DY NN Y190 M INRND DY DPIga
- 19N2 VNN YT DIPITNNN YN MNNN YOYA DIV IPND

VAN NI YD .1

DUN YN .2

oppayrn 3

DTN YW DOWRN N NN YY YD 4
;DTN OV ODD9N YAy MTIN YN .5

6

DTN DY PNIMNRKI NPV PIYT MTIX YN

NTTAY I AUNR YTIN SYNNX MDA IR INTPDD 1IAND 1T 70N YT ¥ NPYPNN NONA NN W 238
NIV ,NT YIANN NP0 — NOTY DTN 72 DY OUMVIN-IND IN YVMVIR NTAT DYDY YIDOW 12 MIVYD 11N
ST PN TINVP

DTN YW DMPNRN PYYM PIIINT ,PMATYND YNNI YT XD 1T NN NN 24
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By nyT - 3.2.4
MNINA PNNNDY 7Y YT YAWAMY Y10 OND PIN PTHINY ¥ NNNA 13N VN NYTH

NIMN NPAYN NINN [, NITD YN YN NIND DYa N DN ,PINNY M DY PYOPY
NYNINN IMYSNND YNN DY IMYIIN 1RIOND MNIY DNIDN NIPRI NN INPION
NMOND NOONX YN YN PINNT N DY 1DV 7D VWP NYT 312N DWNN 1D N NN
T YT PINKND IWITH TINNDD OOYA J19) VRN OPIN JIYS MIVNY YOIMDT IPRY YN
SNDNNDA NNNN

PNV PINAY MAIND GO0 - NIYID NN 7Y Y DRY NITIND ,DNYTY ,NI0N MYN
,STO XY YTINRN DY OINYT RN PNIYN MDOINND NNNXY L, PIYN MO NN SOIPNPN
2 OTIND 20 ND DY DY PNV NNVIAND SYNNN ONN VIAPY TIVX VIYNN N2 TYNRD ,DVND
SYYIID DN PRINKNY YN 550 NRNNY DTV IR ,ITN P2, )NAVN XX NN

SN NYONN - 3.2.5

MNNI INIINY YPNN N0 AN MY NNIPNIY VYN Y117 NYHN DX PINNY y8m
SN MIND DY YR HNINNN DPIN 9INNN DIV NN 29N> YN

PYX9 7)INY NI I POUN MY 2
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Y73 2NN DIV Han - 4

oI nan —4.1

0»pn asnn - 4.1.1
YN P W ONX LYNY ,DONIN DINRINNND THNX 12 INPPNN DX DIYIL DN YN NIND
(PN (T)-(2)8 DX9OYD) P79 DY D71 )NPYY THWIN IN D170 DONIWY

; (PN (1)()8 9>yD) 10,000 Sy N2IY TINN R¥NI DMIDY YTIIY DIVIND 19010 .1

; (PIND (2)()8 PYD) LI YN VRN .2

PYD) DNNODN N DNYVN DT> HY 0N KD YN OOWIX DY YN 5510 NN .3

; (PIND (3)(N)8

(PN (4)()8 PYD) MM G DY XIN NNRNN .4

5 (PIND (5)())8 YD) PV NPT ONMPYO WHWN DNNN .5
, DIV NIINKD VAN NNRN 22D DY NN OPP DY MNND DYID MOIND NP, NINY DY
(PN (N)8 PYD) MYIMY DITNN DIIYLN

AMYN vOYN - 4.1.2
NP —4.1.2.1
DIYIN ITOND NMYTN ITON PR VIO TN DN VW YN MNNND MNN D51 ,NTPA

YTV NNNN OYOIN YN PI POW IDIPN NPVLIO PIN ,NNT NMIYD IONRIWN PINT NNNN

— 0NN MY D»PNRN ,(7persona information banks’) nywA
L1921 NPOMIN MIVND VINIWD YN XINY IN (MNN2IX 72Y2) vindw I vy .1

.(MPVI9N PIND 10 PYD) NNV NN X9 DY ININ INND YTV IO PNIRD YNRN .2
,MYD NNRND NN KDY ,NMPNY NNX DDA NNNNN WD IR 2NN PIN IMNXD 11 Pyo
— DDID NI D 7239 D1NOVWNNN DINNNDN NDIWYI WP 12 DPTIN

; (MPVIN PIND (1)(@)11 PYD) VRPN NRM MM *

; (ML PINT (2)(A)11 PYD) VNN NV MYIIVN *

TINND NN YN YINI MYP ¥HIND 1N POX TPAN DY MIVPNNIN MOIT  °
; (MPVIAN PIND (3)(@)11 PyD)

; (NPVYON PIND (4)(A)11 PYD) 12 YINOWN 19INY VNN MIVN DY NINNN - ©

5 (MYVIN PIND (5)(A)11 PYD) YT NPONND MYIND MIRNND MONONN ©

((6)(&)11 9oyD) NIINDN PIN MIXRNNND DNV ¥ VROV TID MINPTOIN  °
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PN MNINN —4.1.2.2

370NY ,PYD YT (notification) NYyTIN N YW 9TON NN TINPRN NDVPITN

YT TIDYY NYIND DDV NN DIV NN NPND NI IIYTINDY .NIND DWOIN

TANZ NYTIN NN NV MPTHY NIWARND NDVPPTN (NDOPPTY (1)18 PYD) YOMOLIN
: DONIN DIPHNN

DIPNPIDT WA 1 ,D>TAIWHRN DM AWNNNA , 1A KOV ¥y PR 7Y YW NIpna

; (NVPITY (2)18 PYD) YTINON OIRVIN DY
persona ) Y710 NNN IRINN NINH ,TDIPHRN NPYPNY DRNNA ,NNNDD DY )11 DIPNI
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63



M990 Hy—10.1.3
NNMT DMOYY DIYSNNI INIT MOVN 12 25N ITON NXD LY D10 NMNIND 112N NN

ANYT MYYN DRI, NNVPNN PIN NYXNA YN %9 (0pt iN) WX NNIDN VIITH DDIAND
Opt ) NN INNRIN NN VITTY JYMID 1IWIRY DDVPINTV MYNNNI IN D) INIT MYN¥NINI

.(out
PN MIXND PAY NNYPNN PIN NMINDIN P2 NPVIIMNP NYY ,0NVIVD S TYN AIWNN ITONN
1NN SV MXWNIA NN NYSIN §12 1D IR TINKRN DY 9TONA YXINY 93 NPVIAN NN

TNYA Y INDY XOV UPAY WY MIVON 1NN DY 010N POIVIIN THND NN MIVON
0N YN

%91y nyT — 10.1.9
YTINN XY NNOON ﬂ73P3 TNX W PY NPT VIX>] 0901 YD 0NI20 INSN 292N VYN

" DTN YV ,0NVIWD (0Pt iN) W NMPTD WHWNRN YTHRN MRNY PVID NDION DY NRN
NNNAN NPIVWIN NN T DIYIIN YO0 GMYNN DNDN IPIX YY DDINND PY NPT
LY NPT WINID NDINNION NNODNA TNX W - NPVITI MYND

NN NN -~ 10.1.5

L0199Y IN 1R NNVYPNN PINY D910 0NN HY 79 YN NIV 15 1PI0° 0PN PIND 9D y8m

68
PYN IR PP ORI PIDUN NOINY

64




Y MTY YOYI M IMIY )3 NIanaN — 10.2

090 a8nn - 10.2.1
— DY NYIZW DY MPTD DY NPT IMIY P2 PNIAN PIND
:PIND T17 YDA NNIND ORI DIV NPND 2N PY NPT IMIYY NN HYa .1

MPVH VRVNN YT NRN Py RDY DR H RY 117”7
PIIVNAN NNRY DPIAT DIVI RIN 12 DR ROR ;WY N7
7 97 MY RN MMV

:PIND N17 PYDI MNRD YTRN MNPN YN ITIA DY TINIPINN IN DRNDN DN .2

MPYH WRVAN YT VRN PNy RYY DTR HNY RY 017 7
MPNRN DR PINND DIV 1T W2 1D DR ROR Y NPT
YTNRN NRN TNRD YIVYNRN DN QOIR YD Hp NNNY

7 INRI DN OIR 93 701 MY 191,1N%1p TYIN

SV NTY WHWNRND YT NDNDD PRDS PITIN Y0 D WINTY ONOYT DTN (AN17 PyD 29D .3
YN O3 YINTY IMDT DY NPT XMWY YN NN MDY PITIN YRV 1701 Twa
APINY (ON17 PYD) INKY 10N XY PMTIN

90 NyT—10.2.2
NPTO YRWUND YT MRND ONPNN TN NNVIAL NYIN YYNN NNXN 212N NI NYTH
TNXY AINNRD 0N 1T YN 01010 PIANN 19D DTN N2 MNP DY DIINN XY TUN P

YT N2 DIMD) 27 YR DADIX PY NPT ONIYY DPDY dHyaw nTwn P NT
PY NPT OINIYY NNN P PINT NHPPN MNAND NN PRYNY ¥ 19 99 DN 1IN 17PN
DY NPTY WU NN

PRMNY MY T2 (AN17 PYD MNNN NN JPNY YW DMNI0 NN 11aN M2 NXY DY
DNY NNHBY KDY YN IMON DY NPT OMIYY VRN Y P NNNRY PN DNDD
Fw MPTH9985 wIdw 12 NWY) 12 PYN YIDWN

YINTO D107 1R JWNIN DIIN,IDIDID 1IN NOYWS XOW NIN DY 72N WNIN 12 PNTVIND D¥a0 NN 100 ,NoNTY 69
NOVIYN IMDOYI TIND DIWITT DIVIONY NI YAV YR MNRNDD PO NN PINKDD PNTIND Dyan

65



iy nyt - 10.2.3

NYTIN MDYN P2 PN INANX PWMINY DYLNND PY> NPTD PY NPT OMIY P PNIAND PR
NYMY YINOYI ONMNNA DY NPT IMIY DY NDOINHN N PAD PY> NPT 5y NOOINNHN
VY T OIMIYI IN DY NPTD AN P2 WRWNN IR DRND OPPY DI . PMTIN Y102
T2, DY NPT OMIY JNN IR DY NPT INTVNY TI9 NRND DY DIV NNPN 2PN ¥
217 TNND VAN YN WY MON KOO NNIDNN NYOWIN 1IN YPad D5V Wmny
2PN NNND

SN NYYNN - 10.2.4

YN NPT YT INSNY NSNS 1NIY T3 (AN17 NPIN LYNY NPIPN PPINA TN PN
AU MY A0 152 WRYNN DNNDN DPINNY MIYIN ININ K DY N1 SMIYY NN

DY 1IN 0 Yon)

66




2909 ¥1999 NYayn - 11

2909 Yy nyayh —11.1

0»pn asnn - 11.1.1
712001-X7DWNN (NP TR0 MDIDY INHDY YR >NVRND YN YN NIIYN) NPV NN NP
YOOV NPTNI N2 NIDN DYDY IR TINRN YAPY DXOITIVD TINYD IRIVID TWAND 1TY)

STINRD NIND YT MION PAYND YNNIV
— 095150 DXITON 90N MYNIP NIPNN

NNVANN NPTNHD Y YTNN DX XIOX INIWVD IND YN SW nIayn noan .1
; (1 7PN) HNIWAI NNNN NNIN NNMIND NPRY NN NN

; (2 7P1N) 1 MPNA MIRD N DY DND Y170 PAYNY 1N DNPOPNNL WK DONIN - .2

YTIN 2NN POX VNN DY INND NPVLIIN NNLVIND AND2 MAYNNN NYAP .3
;i (3 7pn)

DY PIN 19D NYPA 2PY YN NIAYN DY VINY XD INPNN MRMNY NY1Ip .4
. 1998-nwnn , M TH P NVIVN

MuN vovn —11.1.2
IDPINN MNONN - 11.1.2.1
N2 MPTNHI MDXIN YT DY MDD MMNNY NMTN 12 ATON YIP NDOVPITY 25 PYD

MPTHRN D PINY YN JPIN PAYND 1PN NN ,NDOPPTN NMINNN NN DNIN YPINN 170NN
TP, NPOVNIN )N IPND ITONN NN MNNIND MPTND NTN DIDID TN TY 1INV

AND ORI, NONY
NN 293951 YV09N NTHYN NOND TN ,NNDIN NN DY NITNHI NINN XD 27NN YD PN)
NPIPPINNR NMIAN IR NAOPNRND YT IAYND 7PN IWIR PAOY  MXIN DY MNVIY DIDNY

.(safe harbor-n 97on) N2X0PTN MIPXY NN MNOPN 1N D MPNNNN

DRNN VIO NIV MPTNI OMINNN YN MNNNY YN NN IWIND NDOPPTY 26 PYD
TIVAN MY 7D PN .NDVPPTY (1)26 YDA DMINN DININD DNNNA P OIIN |25 PYDY
TN NN NHNIND NINN ROW NPTND YN NN DXION YNVRN TINRNND NPTHVY
(2)26 9yD) VIBN NPMDT YY NPNYY NN WX DMIDN NYLNY GO NN NDVLPPTN
INUDY M0 D DY WTIND MDY (2)26 YOS DRNNA MDY NPTV NIPNA .(NDVPIPT

A(N2OPPTY (3)26 PYD) TINIRD MPTH

IYUP DTN 22 JY NN MNKN JY NN NN M MNN ,1981 MW ,NDLPITY ONP
MIIN JPORY MPTN I GX .NDOPPTI NN MIPYY [ DWN YPR HY SOMOIN TIDYY

900 70ya ,N"OWN VP

Convention for the Protection of Individuals with regard to Automatic Processing of

Strasbourg, 28.1.1981 Personal Data,

67



TYL(MNND 23 PYD) NN DY DMIWN NTY 9 DY [, NINND GIVXND M NANPN NN
IDIONNVY NN NSYINI MIAND MNTHN VYN ,MPTH PN KD NMTNH DIDID TIIND
INND

N2 Hmavn —11.1.3
INIYIT MINK MPT0N Y11 NYayn —11.1.3.1
NMVIRN NPTID INRIY NPT IND MM NNPNR DN PNIAD ¥ 1D 1PIDN NN 1IN

JPOYPRN NVPTN MWIITI NINNNN NN NN

MOIVNN 9 DY NDOVLPITY (2)25 PYDY DRNNA NIONN NDTY YD ,DNIAD NNXN 1IN
NN MINDNND MPTH 90N 11N T2 NDLVPIPTN NNDNIY DTV YW POy ,MNNY
NNSN NIRND INY .N9YPN NN MPTN P DN MNNIY T ,D¥97PRD DOVITIVON
MIYON NY MPN YN NION ,NVPPTN 29 HY DM NPNY 1PN NMIAY MDY NN
0N MPTN IMND GN YT PIYND

M»TI Y92 NI»NN NPYPNA NIV 2PY ,D0PD NIPN MDWYNN NHYA NN NDOVPPTN
NDOPPTN T HY DOPDN DIRY DIMNN TPV MDYN NN NNIYD [, NINND . TINOND
(191 PIN NYON PNIND NNV

TINNRD MDXID IND TIVND MYNNNI DXLV TIVN NID NN NIDNN MAPYL D PN
INTHY NN 92D 1IN DY ONPRD TINND D1 DN DMINPNN VN D2 . RYNI Y9 PN
DOPPIN DX NNININD NTHI NI NPNY DRI HY NYPIY VN

MINNK MITNIY INIWINI Y191 N9ayn — 11.1.3.2

9912 TADIND OIMND YNNI MTPNA IDIN MNP 0PN INDNA ,NNIPNN 7D 1PIDN NNXN 1IN
INND TIND 1D YN TIAY .IVLIVYN MPNA ORD DINVD I2T ,2IND NIMN YN NIAYNA
TN DR NIPN DXVIYNN TIVN JND TMYRIN NPYPNN PPN

98P0 — 11.1.3.3

STNIND .PIND XOW NIT NTNRD YN YNV N T N0 7PNPID MIAPY DIOWNN NNNN AN
92YN NPVIAN NNN PIN AR PNINRD NYAINN DYV XN DI MISPIDA ,NNNN 212N NYTH
YNRYN 90N D DIND YT NIV DY NOIRN — MINPID NXOD ,N1TNHN MND

I8N NYYNN - 11.1.4

50PN ANPNN NN AN YINNH PNaY vr .1
NYNANY 91953 NRY YYD NY%2Y NNNN IMIPNY ORNNA RIY DINY Y11 NYAYH D yawph v .2
2992 APN NOIRDY 72 TNIPHN

68




019’0 —12

NN MOIND NN - 12.1

— 3770 NMNNN MXINN NN PN 012700
2 P99 YY IINNN 90N - 2

;293D TOINN DY PINN NN DPNND PR .1

AN 29T 12 NNNN YT INNRD NIV OLIN YT MM TV GOINID ATV 7Y DNRD? .2
;7DN0N THN IN
mynn -3
IN DMV DTN MITIX YT 5373 MR YT MPNHN ITHVY 7Y TR NITHN DIPHa .3
;7021720 DOYNNIN NPT NN
; 7NPVLIYYD DYONMNNN DITNN DINNNI WIDY NNIY ¥ TNyl .4

NN NIN DIV 2DNN YT NI D T NNIPNIY PRNN 7YX YR NN .5
; ©M0N NON YT H91ON
oIWIN NN - 4

- MININ MDOINHD NNN DPPNNA DINNY TD DIVIIN NN NN DONNSO W .6
S IMYIIY YN MO VRPN DY IWRD N
A YN OO VRN IWNRD A
N DY , DIV RN 21ND D) MIND MNN DYDY T (N)8 PYD NN NI v .7
;NVH NINY
DY NN ND VY INX 2PND MNNY IRYI 7P DOVIWNT Y D IR POINY V> .8
; DIV DNON
oVIN MM -5
DINYIN IN NMDNDN NN ,YTIN ONND DY DY MN»PN PAPIDNID DY POINY v .9
- DONAN
ANMNND IMIND MY D921 YTNRN NINRD DY NNNNN DY NYTN NIPOYW MINNSY N
5 PIND 72 P9 MINNN NI YN NN PNIY 1 YOWHOVIWN TONA
;Y P79 599 MINXINN MDY YT RN DI I9IND YINA NPNN NP .2
799 MXNN HY NI19N0 YINA POHN NN NMNDN PNIAD INNND MDHD 1NN .)
MPX9 MY VNI DY TMNND NNNNN IRYI MNONN NP TNV M
; PINY (11)10 Py MNXNNY ORNNA
PRYI NNINN MXONNDY DXNNA YN NNVIN N NIXIND NINNND MONO NN .7
VTN NNVIAN
DNITNY DIPINNNI M NPVLIIN NN PINTY TI NP NNYIN PIN NN JPNY v .10
NN MYDIN NWIN NIVIRND

69



NMVIDN NNNY NN - 6

;129971 17170 19IN,NINYINA YTPON NN NPYPN PYY v .11
RN HINNY INDIN MAWN - 7

VTN NNRND DI NPHTPN MAIN YN DRI DY DY D00 PN .12

: DYNAN DXV D) VDI NYTINN NNV TI 11 PYO NN PN Y8 .13
;1% N2IN MWV NN, YTNRN NOIRD PPIND NDND NPHN X
;NN QONIV YT DN YTININ RYIN NMDT DY DXV .2
YTNN VPN DY MIVPNNN IITI0N L)

NNYY NIVNNN NINK NIVND INK DIND WX YN DY NI THN NIIYN MOND v .14
VTN NN YTNIN YPIN) PMTIRY D 5W INNI0N N2IPNI DX NIN YTNIN WIT)
; MDD YPYD TRNN YN DN IN

;TVYTY 7.4.4.1 Py YNNI PIND 17 PYO NN PONNY v .15

; DOYIN OMN NN YT MNNRND DYID MOND NIPNY ¥ .16

VTN NNVIANA DV 1YY MINDYPN VTONN DY NN NPYo v .17

;YNNI NNVIAN NN PRYD DMV DPNOVYNN DXNNN P PNIAND PN .18

;YT 7.5.3 PYDA YNNI PIND 16 PY0 NN JpNY v .19

PPN 11PN MY - 8
;YT 8.1.4 YDA VNN GON YT NYAPY PYN MIT NN NIND V> .20

Sy YN MDY YNNI ORDOPNN MIOYN PNN DONDY Td PIND DX 1PN v .21
N DY DYDY NNAD TIVYY ,YAPIVY DIDON DY NIIYN NN MY YPI TUNX DNN
DVWIN ,NDINN IWTY RN NDRNDN DY DY 1NANY INNRD .INN NNN NN IWNOY
.D292 NPNNNN INVINN NN DI

DY MYV PTN OITO YN 1YY DININ) NPVIAI NN NNPN NX WTNND PTOND ¥ .22
; ()PY NYPAd D

ANNY YT DIIND YT NNRND DY DY NPINK HOVIN ROV D (2)13 PYO NN PO W .23
ST 8.3.4 PYDA YNIND YTINN RYIND

; DYDOV9 YT MNIND DY P MON NPINM PYN NMDT D PNIAND v .24
190 MM MV - 9

;VTNRN YN PIN MINNND JPYN M VN NX DIRNND ¥ .25
;LN DY GO DINNY ,DX0IMDIN DN DIN ,1PA PNID W .26

YYD 290 NYTIN NN DNV P (M)13 PYD DN DNV Td PIND DX PN v .27
; VYTNRN QORI NNWYY NIVNN NX DIDY 510y NYTINN 1NN OX PiNY 11

70



WU 9997 - 10
SN IR NNYPNN PINY DPN DNIN DY P 9N XINY T2 1IN ©»PN 7NN 2 ysn .28
; OOy
TRNN OO0 NPIXNN DY MNND 7P NNV TI PIND (ANL7 PYD IR PNO v .29
;Y NPT HOIMIVY wnvnn
57909 Y19 nYayn - 11

;2N YN NIAYND NPNN NDN NX WTINN PNIAS v .30
5 TP NPAY MINNK NNPNY DRNNA XDV HIND YT NI2YN D MIAPY v .31

72709 —12.2

TN 792 OXNY NX ,NINY DY INININD DX YTINON ONDNND INY 0N, NNTH NWIN OY
NTIAYN NOYY 29D YN MNINND DINN DV NYTIND NITON XYNA NN NOWN DY INDNN
N3N

VN2 NN PA,PIND PPONY MYNN ION NINN MNNN NTIAY DPD NXRIPY 2 XD

TRONN Y DTN NN ,NNT DY YN NNVIRD TPIRIWT DTNNRD YT DY YT NNVIR DY

TIVN ST DY YSINN MY OINNA DTHNRN NYSND MONMNNN D VIMN AN OT DY NPT RO

INND ,QONA .NXN T DY XDMINY 293 NPVIAN NN PIN PIIN DV INTP TIN DVIVNIN

LIVYNY MYIN DXVAVNT TIVNI NNPIN ,NT NPT DDMO DIV NNXN NTAY DYD

DMNPIN TNNN NN JNIM ,NNXA INTIV MINOD NN GR YITN 1T MY YN NONONOVN
AVITOY 535 DD

71



NavY—13

*ANYN VOYN — NPV NININIV

9% 2Py M
DPYPN NIV NPYNN

23/10/03 — 12021 NTPY TNY 1193 BPN 280N NN GPYN 70NN *

72



Isragl Ministry of Justice

Memorandum
To : Y ehoshua Schoffman
Dalit Dror
Rivki Dvash
From : Y acov Wilon
Re : Technology and Privacy (Comparative Law)
Date October 23, 2003

This memorandum provides a comparative law discussion of technology and
privacy issues. Theideas and information presented herein are intended to serve as an
aid in considering legislative and regulatory reformsin Israel.

l. Introductory Matters

A. General Approach.

While researching technology and privacy issues, | have become acutely aware of the
challenges inherent in formulating legislative guidance. At least three difficulties
arise. Firgt, the interaction of technology and privacy generates more legal issues than
any one memorandum can specifically address. Second, although many important
privacy laws have been enacted in recent years, they have not yet been fully
implemented, so there is a shortage of empirical evidence showing what works and
what doesn’t work. Third, the continuing rapid advance of technology makes it
difficult to provide guidance with long-term relevance.

To mitigate the effect of those difficulties, | will provide a conceptual
overview and an organizational framework for privacy and technology issues that |
hope will remain relevant despite continuing technological change. | will also avoid
making overly specific legidative recommendations, instead making general
recommendations and describing relevant considerations in the hope that they will
continue to be relevant over time.

B. Emphasis on Newer Issues.

Some areas of privacy law are well-developed. For example, the question of when
and how a police officer may obtain awarrant to search a private residence is not a
new one. Thereissubstantial legal and empirical history regarding law enforcement
search and seizure. | will not provide detailed analysis of such issues, except to the
extent that they are affected by new technology.

Other areas of privacy law are new and in flux. For example, when cellular

telephones and pagers are turned on, the network provider keeps track of their
geographical location. How may that information be used? Another example: many
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people use the Internet and e-mail on their computers at work. Should employers be
permitted to monitor their employees e-mail and Internet use? Such newer issues
will receive more detailed attention.

However, before reviewing recent technological and legislative developments, it is
worth considering some historical definitions and conceptions of privacy, along with
their legal implications and consequences. The next section will focus primarily on
legal commentary and reform in the United States.

[. Conceptions of Privacy and Their Influence on United States L aw

Scholars have defined privacy using legal, moral, religious, philosophical,
sociological, anthropological, psychological, or other terms. Different definitions
serve different purposes. Legal and public policy experts have not been able to agree
on one definition that is sufficiently specific and non-controversial to support al of
their privacy-related legislative efforts.

Nonetheless, it is useful to examine some of the more often-cited definitions, and to
describe their influence on the devel opment of privacy law, in order to provide a
conceptual background. | rely here primarily on the work of U.S. scholars, who have
generated arich and various literature on the subject.

A. The Right to be Let Alone: Privacy and Tort Law.

The impact of technological and socia change on privacy isnot anew issue. Inthe
late 1800’ s U.S. newspapers, using new printing and photography methods, relied
heavily on scandal and gossip to expand their readership. In alandmark Harvard Law
Review article published in 1890, the legal scholars Samuel Warren and Louis
Brandeis complained that:

The pressis overstepping in every direction the obvious bounds of propriety and of
decency. Gossip isho longer the resource of theidle and of the vicious, but has
become atrade, which is pursued with industry as well as effrontery. To satisfy a
prurient taste the details of sexual relations are spread broadcast in the columns of the
daily papers. To occupy the indolent, column upon column isfilled with idle gossip,
which can only be procured by intrusion upon the domestic circle. Theintensity and
complexity of life, attendant upon advancing civilization, have rendered necessary
some retreat from the world, and man, under the refining influence of culture, has
become more sensitive to publicity, so that solitude and privacy have become more
essential to the individual; but modern enterprise and invention have, through
invasions upon his privacy, subjected him to mental pain and distress, far greater than
could beinflicted by mere bodily injury.?

'An excellent historical survey of conceptions of privacy may be found in Ken Gormley, One Hundred
Years of Privacy, 1992 Wisconsin Law Review 1335 (1992). Gormley argues that no one definition is
capable of encompassing the various privacy interests that require legal protection. See aso Fred H.
Cate, Privacy in the Information Age (1997), at 19-28, for athoughtful discussion of privacy interests.
’Samuel D. Warren & Louis D. Brandeis, The Right to Privacy, 4 Harvard Law Review 193, 196
(1890).

74



Warren and Brandeis defined privacy simply as “the right to be let alone.”* They
argued that a person should possess the legal meansto protect his “inviolate
personality” against injuriesto his “feelings’ or “honor.”? They recommended the
creation of anew legal right to privacy, so that a person whose privacy had been
violated could bring atort action for damages.®

Over time, privacy-related tort law did develop in the U.S. While therules
established by different states at different times were not always consistent, by 1960
the eminent U.S. tort law scholar Richard Prosser was able to classify prevailing law
into four widely accepted categories of privacy torts: intrusion, disclosure, false light,
and appropriation.”

Intrusion involves aphysical act that unreasonably invades another person’s solitude
or seclusion. A common example of intrusion iswhen a “Peeping Tom” peersinto
the windows of a private home.

Disclosur e involves public disclosure of truthful information that a reasonable person
would find embarrassing or offensive. Examples would include publication of
unauthorized nude photographs or private medical information.

False light tortsinvolve publicity that places apersonin afaselight in the public
eye. Defamation, including slander and libel, are typical examples.

Appropriation involves the unlawful use of an individual's name or likeness. A
common example is the unauthorized use of afamous person’s likeness for marketing
or advertising purposes.

Although it is more than a century old, Warren and Brandeis' definition of privacy as
“theright to be let done” continues to be quoted by legal scholars. The historical
circumstances underlying Warren and Brandeis' analysis, and the ensuing
development of privacy torts, help to illustrate a number of important aspects of the
development of technology and privacy law.

Technological advances often raise privacy concerns, which in turn inspire
countermeasures. Countermeasures may be legal, or technological, or both. Warren
and Brandeis were alarmed by the “yellow press’ propelled by advances in newspaper
technology, and their writings contributed to the development of legal remedies for
some abuses. A technological solution to privacy concerns was described by David
Flaherty, the Privacy Commissioner for the Canadian province of British Columbia:
in the late 1940's, when small towns still used communal tel ephone lines (* party
lines”) that alowed residents to pick up their telephone receivers and eavesdrop on
their neighbors, the installation of private lines solved the problem.®

'1d. at 193, 195.

’1d. at 205, 197-98.

’Id. at 219.

*William L. Prosser, Privacy, 48 California Law Rev. 383 (1960); see also William L. Prosser & W.
Page Keeton, Law of Torts, at 851-866 (1984 & Supp.1988).

*David H. Flaherty, Some Reflections on Privacy and Technology, 26 Manitoba Law Journal 219, 224
(1999).
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However, not every new encroachment on privacy is countered by alegal or
technological response. Despite Warren and Brandeis' influence on privacy law, they
did not succeed in banishing gossip and scanda from the news media. While they
were shocked by the “yellow press,” we have grown used to it. Technological and
social change sometimes alter public expectations of how much privacy we have a
right to expect. Sometimes that is agood thing. For example, teenagers used to enjoy
making anonymous harassing “crank” telephone callsto strangers. Now, with caller
identification available to telephone subscribers, teenagers must find other diversions.

Historical developments also show that privacy is an amorphous concept with elastic
boundaries. Sometimesit iseasier to say what privacy isnot, than what it is. Many
privacy violations do not involve physical harm, economic harm, or any interest in
property. Many (but not all) privacy violationsinvolve emotional distress, especially
embarrassment, and the law attempts to create an objective standard by punishing
only that conduct that would embarrass or offend a reasonable person.

Thus, policymakers assessing the privacy implications of new technology should
proceed cautiously. They should determine whether the new technology is creating
substantial public concern about privacy. If public concernis not widespread, or not
deeply felt, then new laws may not be necessary or advisable. Indeed, if new laws are
enacted without substantial public support, they may end up not being effectively
enforced. Rather, the new technology may eventually bring about a changein public
expectations.

If new technology isindeed creating substantial public concerns about privacy, then
policymakers should determine what steps the manufacturers or users are
implementing or contemplating to address those concerns. If private-sector solutions
are imminent, then investing government resources may be unnecessary or
unproductive, except to the extent that they encourage or complement private efforts.

Finally, if new technology creates substantial public concerns that are not adequately
addressed by the private sector, then new legislation may be required.

B. Information Privacy: The Right to Control Personal Information.

In my research | found that two definitions of privacy were cited much more than any
others. Thefirst isthat of Warren and Brandeis. The second isthat of U.S. political
scientist Alan Westin, who in 1967 defined privacy as “the claim of individuals,
groups, or institutions to determine for themselves when, how, and to what extent
information about themselves is communicated to others.”®

Concerns about information privacy arose partly from the rise of totalitarian
governmentsin the 1930's. But even democratic governments have extended their
social, economic, law enforcement and national security functions to ever-wider
spheres of human activity, and they have collected vast anounts of personal
information to perform those functions. In the 1950’ s government agencies began
using computers to store and process personal information, and private-sector
organizations soon followed.

¢Alan Westin, Privacy and Freedom (1967).
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In response to concerns about government secrecy and misconduct, the U.S. enacted
the Freedom of Information Act of 1966 alowing individuals to obtain access to
many government records.” The Act contains exemptions preventing individuals
from obtaining certain types of sensitive personal information (i.e. medical or
criminal records) regarding other individuals.®

Similar concerns spurred the U.S. to enact of the Privacy Act of 1974, which obligates
government agencies to maintain the confidentiality of personal records; provides
individuals with access to their own records; and ensures that the personal information
kept in those recordsiis relevant, necessary, accurate, and secure.” However, the Act
contains exceptions limiting access to personal information for reasons of criminal

law enforcement, defense, national security, foreign policy, and regarding government
employment, contracts, and statistics.™® It also contains exemptions that allow
government agencies great freedom in transferring personal information among
themselves.**

The Privacy Act was based partly on persona data protection principles formulated
by an executive committee in 1973. The Act created a new commission that refined
and elaborated those principles. The commission’s principles provide a well-thought-
out framework for evaluating legislative proposals. They are:

The Openness Principle: There shall be no personal-data record-keeping system
whose very existence is secret, and there shall be a policy of openness about an
organization's personal-data record-keeping policies, practices, and systems.

Thelndividual Access Principle: Anindividual about whom information is
maintained by a record-keeping organization in individually identifiable form shall
have aright to see and copy that information.

TheIndividual Participation Principle: Anindividual about whom information is
maintained by a record-keeping organization shall have aright to correct or amend the
substance of that information.

The Collection Limitation Principle: There shall be limits on the types of
information an organization may collect about an individual, as well as certain
requirements with respect to the manner in which it collects such information.

The UseLimitation Principle: There shall be limits on the internal uses of
information about an individual within a record-keeping organization.

The Disclosure Limitation Principle: There shall be limits on the external
disclosures of information about an individual a record-keeping organization may
make.

’5 United States Code §552; see also Cate, supra n.1, chapters 4-6, for a useful historical overview of
U.S. and European privacy regulation.

*See 5 United States Code 8552(b)(6),(7)(C).

’Id. §552a.

°Id. 8552a()),(K).

“1d. 8552a(b)(1),(3).
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The Information Management Principle: A record-keeping organization shall bear
an affirmative responsibility for establishing reasonable and proper information
management policies and practices which assure that its collection, maintenance, use,
and dissemination of information about an individual is necessary and lawful and the
information itself is current and accurate.

The Accountability Principle: A record-keeping organization shall be accountable
for its personal-data record-keeping policies, practices, and systems.*

Those principles have found varying expression in U.S., European, Canadian, and
international privacy law. In 1980 the Organization for Economic Cooperation and
Development (OECD) adopted its influential Guidelines on the Protection of Privacy
and Transborder Flows of Personal Data, which incorporated a similar list of data
protection principles.

In the U.S., government-wide information privacy laws were not accompanied
by comprehensive legislation governing businesses or non-profit organizations.
Rather, private sector laws have generally addressed specific industries or concerns.
Important examples include the Fair Credit Reporting Act of 1970, to protect the
accuracy and confidentiality of personal credit information; the Family Education
Rights and Privacy Act of 1974, to do the same for educational information; the
Cable Communications Policy Act of 1984™ and the Video Privacy Protection Act of
1988, to protect the confidentiality of personal viewing preferences; the Computer
Fraud and Abuse Act of 1984"" and the Electronic Communications Privacy Act of
19862 to protect against computer hackers and viruses; the Telephone Consumer
Protection Act of 1991, to regulate telephone solicitations; the Driver's Privacy
Protection Act of 1994, to protect the confidentiality of driving records; and the
|dentity Theft and Assumption Deterrence Act of 1998,% to protect against high-tech
identity theft and credit card fraud.

C. Other Conceptions of Privacy.

| note that in the U.S., some conceptions of privacy focus on personality and
autonomy, including the power to make intimate personal decisions.** Inthe 1960's
the U.S. Supreme Court began formulating a Constitutional right to privacy that it has
used to invalidate laws prohibiting contraception,” abortion,?* and sodomy.?

“Personal Privacy in an Information Society: The Report of the Privacy Protection Study
Commission, Appendix 4, Chapter 3 (Washington, 1977).
315 United States Code §§1681-1681v.
20 United States Code §1232g.
47 United States Code §551.
1418 United States Code §2710.
1718 United States Code §1030.
**18 United States Code §2510 et seq.
Y47 United States Code §227; see also 47 Code of Federal Regulations §64.1200.
%18 United States Code §§2721-2725.
*'Public Law 105-318.
*See Gormley, supran.l, at 1337.
2Griswold v. Connecticut, 381 U.S. 479 (1965).
*Roev. Wade, 410 U.S. 113 (1973).
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However, Rivki has indicated to me that such personal decision-making powers are
not within the scope of our deliberations regarding Israeli privacy law.

A functional classification of privacy interests was formulated in 1972 by a Canadian
government task force and later adopted by the Canadian Supreme Court.?® It
classified privacy interests as personal privacy, which relates to a person’s body;
territorial privacy, which relates to a person’s home and other physical possessions,
and informational privacy, which relates to personal information.

Many scholars have gone beyond definitions and classifications to discuss the
underlying interests and values served by privacy. Alan Westin, David Flaherty, and
U.S. legal scholar Ruth Gavison have discussed different aspects or components of
privacy, including solitude; anonymity; reserve; intimacy; secrecy; confidentiality;
limiting accessibility; minimizing intrusiveness; and maintaining exclusive control of
access to private realms.?’

U.S. lega scholar Fred Cate described privacy as “not an end in itself but rather an
instrument for achieving other goals.”?® The values served by privacy include
providing individuals with private space to develop ideas and opinions, conduct self-
evaluation, and express strong emotions. Privacy also facilitates interpersonal
communication, group evaluation, and group decisionmaking.”

In sum, conceptions of privacy vary widely, and they develop in tandem with
technological and social change.  In recent years, the accel erating advance of
computer and telecommuni cations technology has made privacy a subject of
increasing discussion and controversy.

[I1.  TheDigital Revolution

In recent decades, digital technology has revolutionized the collection,
analysis, storage, and transfer of personal information. According to Fred Cate,

[M]ore datathan ever before are made available in digital format, which is significant
because digital information is easier and |less expensive than nondigital datato access,
manipulate, and store, especially from disparate, geographically distant locations.
And more data are generated in the first place, because of the ease and very low cost
of doing so and because of the high value of datain an increasingly information-based
society. Data often substitute for what would previously have required a physical
transaction or commodity. In electronic banking transactions, for example, no
currency changes hands, only data. And recorded data, such as alist of favorite web
sites or an automatically generated back-up copy of a document, also make the use of
computers easier, more efficient, and morereliable. Finally, our computer

®Lawrence v. Texas, 123 S.Ct. 2472 (2003).

*R. v. Dyment, [1988] 2 S.C.R. 417.

27Westin, supra n.8; Cate, supra n.1, at 21-22, citing David H. Flaherty, Protecting Privacy in
Surveillance Sacieties (1989), at 8, table 1; Ruth Gavison, Privacy and the Limits of Law, 89 Yale Law
Journal 421, 433 (1980).

®Cate, supran.1, at 23.

®Id at 23-28.
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technologies and services tend to record what might be characterized as “ gratuitous’
data, such as the web sites we have visited.

Eonsi der thiscatalog ... of the data that are routinely collected about you:

Y our health history, your credit history, your marital history, your educational history,
and your employment history.

The times and tel ephone numbers of every call you make and receive.

The magazines you subscribe to and the books you borrow from the library.

Your travel history. ...

Thetrail of your cash withdrawals.

All your purchases by credit card or check. In the not-so-distant future, when
electronic cash becomes the rule, even the purchases you still make by billsand coins
could be logged.

What you eat (no sooner had supermarket scanners gone on line — to speed checkout
efficiency — than data began to be tracked for marketing purposes). ...

Y our electronic mail and your tel ephone messages.

Where you go and what you see on the World Wide Web.

[T]he Internet is only one tangible example of the explosion of digital information
that includes other national and global networks, company computer and
telecommunications systems, electronic mail ..., computer bulletin boards, portable
telephones, digital facsimile machines, voice mail, nationwide paging services,
interactive television, video telephones, and countless other technologies.*

As more people use computers at work and at home, data-gathering software
can record not only their e-mail and Internet use, but also the content and timing of
each individual keystroke. As electronic cash replaces bills and coins — which seems
inevitable, given the increasing sophistication of counterfeiters — data-gathering
software can record any economic transaction.

As Cate notes, the digital revolution is characterized by globa networks and
international data transfers, which makes it difficult or impossible for any one nation
to regulate privacy. The Internet continuously splits up information transmissions
into many small packets and routes the packets through numerous different servers,
searching for the quickest path between source and destination at any given moment.
(That quality of redundancy aso allows the Internet to continue operating evenif a
part of it is disabled or destroyed.)*! Determining and exercising legal jurisdiction
over Internet transmissions will not be a simple task.

As advancesin digital technology have greatly improved data collection,
storage, transmission, and processing capabilities, government and corporations have
begun to use “datamining” —that is, sophisticated analysis of large quantities of data
—to improve the efficiency of their operations. For example, when Internet firms
place “cookies’ on computer hard drives to collect personal information about users
and track their use of the Internet, data mining alows advertising to be targeted

*Id. at 1-2, 7.
*'For a good description of the history and structure of the Internet see American Civil Liberties Union
v. Reno, 929 F. Supp. 824, 830-838 (E.D.Pa. 1996).
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specifically to each user.** Data mining techniques may use artificial intelligence and
statistical techniques to identify patterns and relationships that might otherwise
remain hidden.*® As data mining becomes more common and useful, it is likely to
encourage further the drive to collect, store, and process data.

U.S. high-tech scholar Simson Garfinkel argues that the new technology is generaly
not privacy neutral: “Although it’s possible to use technology to protect or enhance
privacy, the tendency of technological advancesisto do the reverse. It is harder, and
frequently more expensive, to build devices and construct services that protect
peoplée's privacy than to destroy it.”** Garfinkel notes that modern data storage
facilitates the human tendency to collect and retain information even if it is not for
legitimate purposes, and to rely on recorded information even if it is not accurate.®

Garfinkel expresses particular concern that the rapid proliferation of medical,
psychological, and genetic information may damage lives and careers.®*® Another,
more systemic concern is that pervasive recording of personal statements and history
may discourage qualified people from seeking office in democratic elections.®’

While much attention has been paid to the growth of informational databases,
Garfinkel, U.S. futurist and science fiction writer David Brin, and other commentators
have aso catalogued a host of other present-day and near-future surveillance devices
that threaten privacy:®®

Cameras. Governments and private organizations have installed surveillance
cameras in an ever-increasing range of locations including roads and intersections,
airports, bus and train stations, schools, public parks, prisons, shopping malls,
supermarkets, department stores, shops, banks and automated teller machines,
convenience stores, parking lots, and offices. Technology continually improves the
range, resolution, miniaturization and mobility of cameras. For example, government
satellite cameras may now be able to distinguish objects on the ground as small as 10
centimeters across. Brin aso predicts the eventua devel opment of tiny, mobile
cameras that will be able to fly to designated locations, inflate a gel bubble lens, and
collect and relay observations.

*For a good description of the operation of “cookies’ and related devices see In re Doubleclick Inc.
Privacy Litigation, 154 F. Supp. 2d 497, 500-505 (S.D.N.Y. 2001); Bryan T. McKinney and Dwayne
Whitten, Arkansas Surfers and their Privacy, or Lack Thereof: Does the Common Law Invasion of
Privacy Tort Prohibit E-tailers Use of Cookies?, 24 University of Arkansas at Little Rock Law Review
751, 753-757 (2002); and John MacDonnell, Exporting Trust: Does E-Commerce Need a Canadian
Privacy Seal of Approval?, 39 Alberta Law Review 346, 353-356 (2001).

**See Two Crows Corporation, Introduction to Data Mining and Knowledge Discovery (1999),
available at http://www.twocrows.com/intro-dm.pdf; and, for additional information on data mining,
see generally http://www.twocrows.com/, http://www.kdnuggets.conV/, http://www.the-data-mine.com/,
and http://www.spss.conv.

*Simpson Garfinkel, Database Nation (2000) at 258.

*Id. at 73-75, 31.

*Id. at 129-133, 186-187, 264.

Id. at 88, 258.

*Seeid. at 108 et seq.; David Brin, The Transparent Society (1998); A. Michael Froomkin, The Death
of Privacy, 52 Stanford Law Review 1461, 1468-1501 (2000); Electronic Privacy Information Center
and Privacy International, Privacy and Human Rights 2003, Threats to Privacy, available at
http://www.privacyinternational .org/survey/phr2003/; and Allen Hunt, Chris Tillery, and Norbert Wild,
“Through-the-Wall Surveillance Technologies,” Corrections Today, July 2001.
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Biometric I dentification. Digital technologies enable or improve personal
identification through fingerprints, DNA, retina and iris scans, hand geometry, vein
patterns, facial feature recognition, ear shape, and other physical characteristics.
Some of those technologies can identify people at a distance, or in a crowd.

Hyper-Visual Devices. Other devices use thermal, infrared, radar, microwave, x-ray,
sound, magnetic, or other radiation to penetrate rain, fog, dust and darkness; ook
though or around the walls of buildings; see with great detail through clothing,
luggage, and packages; and eavesdrop on the use of computers.

Audio and Olfactory Devices. Audio surveillance and voice identification may
accompany or substitute for video surveillance. Directional microphones can monitor
conversations at a distance and through windows and other obstacles. Tiny,
camouflaged bugs with internal power supplies can remain active for years. Brin also
describes a recently-devel oped artificial nose — an array of polymer sponges — that
detects, classifies and recognizes odors.

Tracking Devices. Cdllular telephones, pagers, motor vehicle security devices,
electronic toll collectors, radio frequency identification tags, and other devices al
allow their users' geographical locations to be tracked with ever-greater accuracy.
Governments use location information to coordinate emergency services, recover
stolen vehicles, investigate crimes, and enforce traffic and emissions laws, while
businesses may use such data to market |ocation-related goods and services.*

As technology continues to improve and its uses become more widespread, the
implications for privacy will grow.

(I note here that this memorandum does not discuss genetic information issuesin
detail, because the Ministry of Justice is addressing such issues separately from
genera privacy legislation. Nonetheless, it isamost certain that as the human
genome is progressively decoded during the coming decades, genetic information will
become an increasingly important nexus of technology and privacy law.)

In response to technological advances, privacy activists like Garfinkel warn that
unless broad protective legislation is enacted, opportunities to protect privacy will be
lost. Others disagree, arguing that our inability to predict the effects of technology,
coupled with our desire to avoid detrimental unintended consequences, should make
our legidlative approach cautious, moderate, empirical, and incremental .

James Dewar, a U.S. Rand Corporation scholar, argues that it will be decades before
we see the full effects of theinformation age.*® While the Internet has become well-
known and commonplace, it is still used directly by only asmall portion of the

*For good discussions of technological and legal developments regarding electronic tracking devices,
see generally Matthew Mickle Werdegar, Lost? The Government Knows Where You Are: Cellular
Telephone Call Location Technology and the Expectation of Privacy, 10 Stanford Law and Policy
Review 103 (1998), and Ellen Traupman, Who Knows Where You Are? Privacy and Wireless Services,
10 CommLaw Conspectus 133 (2001).

* James A. Dewar, “The Information Age and the Printing Press: Looking Backward to See Ahead,”
SantaMonica: Rand, 1998, at 3, 5, 12.
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population. However, he predicts that by the year 2010 the Internet will become
ubiquitous and integral to daily life in the same way that books, telephones, and
television sets are today.*!

Dewar predicts that just as the printing press revol utionized Western culture by
introducing “one-to-many” communication, the Internet is doing so by introducing
“many-to-many” communication.* As the Internet expands and creates new norms,
new laws may prove ineffective or harmful. An example of an ineffective law isthe
ban on software piracy, because software piracy has become socially acceptable:
“Whenever there is such profound divergence between the law and social practice, it
is not society that adapts.”*® But Dewar is most concerned about |egislation that may
inadvertently suppress the use and development of the Internet, because countries that
do not develop and take advantage of the Internet will fall behind others that do so.*

Faced with technol ogically-inspired privacy concerns on one hand and the European
Union’s comprehensive regul atory approach on the other (see below), Isragli
policymakers may be tempted to enact sweeping reforms. Thus, it may be prudent
first to consider some of the costs and disadvantages of privacy, and the virtues of
openness and transparency.

IV. TheCostsof Privacy

Privacy laws are based on the assumption that privacy is positive, valuable,
and deserving of protection. However, privacy laws, and privacy itself, also have
costs and disadvantages. Privacy permits conceal ment, which may facilitate
deception and injury.

U.S. legal scholar Amitai Etzioni has argued that disclosure of sensitive persona
information is sometimes justified by a greater public good.* Toillustrate, Etzioni
uses the following examples of laws that he supports:

Laws that require notification to acommunity when a person convicted of child
molestation moves in, even though thisis a great hardship for the offender who has
served his sentence. The extremely high rate of recidivism among child molesters
justifies disclosure.

Lawsthat require AIDS testing of newborn infants, even though the test may also
reveal that the mother has AIDS, which may result in stigmatization and
discrimination. The low rates of detection among AlDS-infected newborns, and the
importance and value of early treatment for such newborns, justifies testing.

Laws that require persons who conceal digital communications with strong encryption
technology to provide law enforcement authorities with keys that can unlock the

“1d. at 7, 9-10.

“1d. at 4, 17-20, 24.

*Id at 21, quoting John Perry Barlow, “Everything Y ou Know About Intellectual Property is Wrong,”
Wired, Issue 2.03, March 1994.

“Dewar, supran.42, at 25-26, 28-30

“Amitai Etzioni, The Limits of Privacy (1999).
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encryption. The use of strongly encrypted communications to plan and carry out
terrorist and criminal acts, and to prevent prosecution afterwards, justifies law
enforcement access.

Lawsthat require individualsto carry national identification cards or biometric
identifiers are justified by the need to apprehend criminals, control immigration,
prevent theft and fraud, and collect child support payments.*®

Note that Etzioni’ s justifications are based on avoiding severe or unlawful threats to
human life, health, or property. He responds to what he sees as Americans
exaggerated distrust of government, but he does not favor limiting privacy for less
than urgent reasons. For example, Etzioni opposes the efforts of employersto gather
medical or genetic information on their current or prospective employees.*’

Etzioni’s conclusions are subject to dispute, but his analytical approach is shared by
most commentators on informational privacy. On the one hand, they evaluate the
sensitivity of personal information and accord higher protection to more sensitive
information. On the other hand, they weigh policy objectives in opposition to privacy
and accord highest protection to safeguarding human life and health, somewhat less
protection to comparatively less urgent law enforcement objectives, and still less
protection to commercial goals. Then they balance the interests involved and make
recommendations.

U.S. federal judge, legal scholar, and free-market advocate Richard Posner has
expressed more sweeping reservations about privacy:

Much of the demand for privacy ... concerns discreditable information, often
information concerning past or present criminal activity or moral conduct at variance
with aperson’s professed moral standards. And often the motive for concealment is
... to mislead those with whom he transacts. Other private information that people
wish to conceal, while not strictly discreditable, would if revealed correct
misapprehensions that the individual is trying to exploit.*®

Fred Cate commentsin asimilar vein:

What parent would not want to know if her child's babysitter had been convicted for
child abuse? Similarly, what store owner would not want to know whether a clerk
was a kleptomaniac? What patient would not want to know whether his physician had
a history of malpractice? What man or woman would not want to know if a potential
sexual partner had a sexually transmitted disease? What airline would not want to
know if its pilots were subject to epileptic seizures? Yet the interest in not disclosing
that information is precisely what privacy protects.

Privacy is not an absolute. It is contextual and subjective. It is neither inherently
beneficial nor harmful. ... For example, if privacy protects the combination to my
safe or the location of akey to my house, it is extraordinarily valuable to me and, in
most circumstances, to society more broadly, which shares my interest in avoiding

*1d. chapters 1-4.
*1d. at 144-146.
*Richard A. Posner, The Right of Privacy, 12 Georgia Law Review 393 (1978).
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theft and other criminal conduct. If privacy alows me to avoid the inconvenience of
junk mail, it is somewhat more valuable to me, but less so to others, who benefit from
the subsidy paid by bulk mailers and from the ability to target advertisements for
products and services. If, however, privacy permits me to avoid paying taxes or
obtain employment for which | am not qualified, it may be very valuable to me, but
extremely costly to society as awhole.

The legal regulation of privacy is significantly influenced by the importance placed by
society on the prevention of crime and prosecution of criminals, free expression and
an investigatory press, the acquisition and use of property, and alimited role for
government involvement in daily life. ... [P]rivacy facilitates the dissemination of
false and misleading information, increases the cost of providing products and
services, and interferes with meaningful evaluation of students and employees. [It]
even conflicts with what may seem to be more mundane interests such as the desire
for instant credit, better targeted mass mailings, lower insurance rates, faster service
when ordering merchandise by telephone, qualified employees, or specia recognition
for frequent travelers.*

Nonetheless, despite his concerns about the costs of privacy, Cate favors
substantial protection of personal information. For example, he recommends that a
person who collects non-publicly-available personal information about another person
should have to notify the other person what information will be collected, how it will
be used and disseminated, how long it will be retained, and whether thereis alegal
obligation to provide the information; if there is no legal obligation, the person
collecting the information should have to obtain the other person’s consent, either
explicit or implicit, depending on the information; and additional consent should be
required if the person collecting the information wishes to change the conditions of
the notice.*

Other thinkers and commentators are more skeptical about the utility of
privacy regulations.

In hisinfluential dystopian science fiction novel The Shockwave Rider (1975), British
author John Brunner described a global society structured around a universal
government-controlled computer information network. The government and large
corporations control enormous amounts of personal and confidential data, while
private citizens have much more restricted access. The novel’s hero is a computer
hacker who recognizes that there is no way to prevent powerful interests from
obtaining and exploiting information. His solution isto level the playing field by
introducing a computer virus into the network that makes all information available to
all citizens.

Brunner’s novel is often cited as an early prediction of the Internet, and his use of the
term “worm” to describe a self-replicating, self-propagating computer program was
later adopted by the computer industry. His view that government and powerful
corporations will always have access to personal data, and that therefore the solution
isto increase openness rather than privacy, has been influential.

“Cate, supran.1, at 29, 31, 100, 102.
*|d. at 112-119.
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David Brin also argues that in a transparent society, the right to keep secrets “will not
enhance the average person’s freedom for one simple reason: the rich and powerful
are sureto befar, far better at exploiting that right than little people ever will be, any
time, any place. ... If the tycoon and bureaucrat have it in their power to tap a key and
get my location or my dossier, then | want to be able at least to find out that they are
looking, and possibly to look right back at them.”>! Brin notes that “no other
populace has ever had so much known about them, both in groups and as individuals”’,
but because people are unaware of who has their personal information and how it is
used, they maintain an illusion of privacy rather than real privacy.*

Brin does support protecting the secrecy of sensitive information in sensitive areas
such as national security; medical records; relationships with therapists, attorneys, and
clergy; and professionals’ consultative meetings.>® But regarding less sensitive
information he argues that “the public’s concern for privacy is like the River Platte, a
mile wide but only an inch deep.”>* Brin recommends that government, instead of
wasting its limited resources fruitlessly trying to regulate exploding information
flows, should focus on prohibiting misuse of information:

[ C]lommon sense shows that it matters less what a person knows than what she or he
does with the knowledge.

When you choose to give strangers your telephone number, it becomes a password,
offering them the power to intrude on you at home. But what about when you call out
for apizza? Often nowadays ... the restaurant begins by asking your phone number,
to check their computer records ... [so] you won’'t have to repeat lengthy delivery
instructions. ... [T]he clerk obligingly asks, “Do you want pineapple and anchovies,
like last time?”’

If | order from a gift catalog, do they want my phone number because their filing
system needsit to find me? Or because they want to have their autodialer robot call
and breathlessly explain their latest sale, every week, during dinnertime, for the rest of
my life? (A clear casefor legal restraint of information flow!)*

Brin optimistically favors the free flow of information, not only because it holds
powerful institutions accountable, but also because it powerfully contributes to social,
economic, scientific and artistic progress, and because it promotes tolerance. On the
latter point, he quotes U.S. cartoonist-humorist Scott Adams —*“In the future, new
technology will allow the police to solve 100 percent of all crimes. The bad newsis
that we'll realize 100 percent of the population are criminals, including the police” —
then U.S. Internet policy expert Esther Dyson — “we may all become tolerant if
everyone's flaws are more visible” — and concludes by asking, “might we learn to
“chill out’ when everyone realizes that people who live in glass houses are unwise to
cast stones?"*®

*'Brin, supran.40, at 201, 242 (emphasisin original).

*|d. at 157, 9-14.

*|d. at 64-65, 210.

*|d. at 153; see also Jeffrey Rosen, The Unwanted Gaze (2000) at 197.
*Brin, supran.40, at 244, 239.

*|d. at 23, 331.
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Does transparency promote tolerance? The human impulse to hide sensitive
information is based on areflexive fear that disclosure will bring harm, not benefit.
David Flaherty notes that

| have rarely met anyone who can satisfy me that they do not [value personal privacy].
People sometimes say to me, “I really don’t worry about my privacy, because what do
| haveto hide?” But one has only to start asking questions about “How much money
do you have in your bank account?’, “Have you ever had psychiatric care?’, or “Have
you ever had an abortion?”, and people quickly discover, “Well, | do have some sense
of privacy in the form of afair amount of information about myself that | prefer to
keep under my control.”>’

The complicated truth is that regarding sensitive information, both privacy and
transparency have benefits.

For example, psychotherapy, while often beneficial, is sometimes stigmatized. If a
person’s therapeutic history is disclosed, he may suffer negative consequencesin
employment and personal relationships. However, as the therapeutic experiences of
many people are disclosed, it reduces the stigma of therapy and thus hel ps other
people overcome their hesitation and begin to benefit from therapy. Thisisespecially
trueif information isidentifiable. People who could benefit from therapy are unlikely
to be influenced by dry statistics, but if they have concrete knowledge of the specific
therapeutic experiences of people who are known to them, it could encourage them to
seek therapy and help them to identify suitable treatments and competent therapists.

Similarly, shame and fear have prevented many victims of rape and domestic abuse
from disclosing their identities and experiences. But as more people have stepped
forward and told their stories, awareness has grown, which has encouraged still more
people to address the problem in their own lives, and in society at large.

A third, very controversial example of the conflict between privacy and transparency
is the practice of homosexua “outing.” Some gay and lesbian activists argue that
disclosing the homosexual orientation of public figures, even against their will, is
justified by the need to advance socia acceptance and legal progress for homosexuals.
In 1996, while the U.S. Congress was debating a bill to prevent the legalization of
homosexua marriage, activists publicized the homosexuality of several Congressmen
who supported the bill.*® For similar reasons, British activists “outed” ten Anglican
bishopsin 1994.>°

However, the story of Oliver Sipple, which iswell-known within the U.S. gay and
lesbian community, sounds a more cautionary note about “outing.” In 1975, Sipple, a
troubled Vietnam veteran, prevented a would-be assassin from firing at President
Ford. In the ensuing publicity Sipple’' s homosexuality was disclosed by the media.

*Flaherty, supran.7, at 220.
**See Michelangelo Signorile, “Outing’s Triumphant Return,” OUT, December 1996/January 1997; J.
Jennings Moss, “On the Record,” The Advocate, September 3, 1996; “Leshian Notions,” Seattle Gay
News Online, December 24, 1999.

“See Peter Tatchell, “Outing is a Catayst for Social Change” (1995), at
http://www.tatchell.freeserve.co.uk/outing/catal yst.htm; and http://www.outrage.org.uk/gal96.htm.
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Sipple became estranged from his family and suffered from increased emotional
difficulties and a coholism until his death in 1989.%°

Sippl€e s story is among those cited by U.S. legal scholar Jeffrey Rosen, who argues
that privacy protects individuals from being unfairly misudged. Rosen’swriting
focuses on public figures and political conflicts, but his observations have some
application to ordinary lives aswell. Rosen argues that

Privacy prevents us from being misdefined and judged out of context in aworld of
short attention spans, aworld in which information can easily be confused with
knowledge.

[W]hen intimate information is removed from its original context and revealed to
strangers, we are vulnerable to being misjudged on the basis of our most
embarrassing, and therefore most memorable, tastes and preferences.

[A]s intimate information about our livesisincreasingly recorded, archived, and made
hard to delete, there is a growing danger that a part of our identity will be confused
with the whole of our identity.

[Plrurient information is so luridly interesting that, when widely publicized, it
crowds out al other topics of public discussion, making it difficult to think or talk
about anything else.®*

Despite Rosen’s concerns, Brin is probably correct when he predicts that a
more transparent society isinevitable, and that it may prove beneficial in the long run.
Nonetheless, governments should exercise their powers to prevent abusive violations
of privacy. The most comprehensive, systematic, and influential legislation
protecting personal information privacy isthat of the European Union, which | will
discuss next.

V. European Union Data Protection L aws

A. Background.

European privacy law has been strongly influenced by German and French history
and law. In part because Nazi Germany’s crimes were facilitated by totalitarian
control of personal information, West Germany legislated very strict privacy laws, a
tendency that was strengthened by its 1989 reunification with the formerly
Communist totalitarian police state of East Germany.®® France also adopted strict

“See Beth Ann Krier, “Whose Sex Secret Is It?”, Los Angeles Times, May 22, 1990; “The Oliver
Sipple Page,” at http://www.lambda.net/~maxi mum/sipple.html.

“Rosen, supran.56, at 8-10, 142.

“See Alexandra Samuel, “Privacy and Security Turn from Friends to Enemies,” Vancouver Sun,
November 9, 2001; Solveig Singleton, “Privacy and Human Rights: Comparing the United States to
Europe,” Cato Institute, December 1, 1999; Rita M. Walczuch and Lizette Steeghs, “Implications of the
New EU Directive on Data Protection on Multinational Corporations,” Information Technology and
People, Val. 14(2), June 2001, at 3.
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privacy laws, and other European nations, responding in part to German and French
influence, have adopted broad privacy laws of their own.®®

The Charter of Fundamental Rights of the European Union incorporates privacy rights
in its second chapter, “Freedoms’, in Articles 7 and 8:

Article7
Respect for private and family life

Everyone has the right to respect for his or her private and family life, home and
communications.

Article8
Protection of personal data

1. Everyone has the right to the protection of persona data concerning him or her.
2. Such data must be processed fairly for specified purposes and on the basis of the
consent of the person concerned or some other legitimate basis laid down by law.
Everyone has the right of access to data which has been collected concerning him or
her, and the right to have it rectified.

3. Compliance with these rules shall be subject to control by an independent
authority.®*

B. The Data Protection Directive.

The EU’s 1995 Data Protection Directive,® which is based mainly on German and
French law,®® is the EU’ s foundational legislation for protecting personal data. The
Directive requires EU member states to enact legisation implementing its terms and
establish supervisory bodies to monitor compliance and enforce the laws.

The Directive employs a few key terms that assist in understanding its
provisions:

“personal data’ is any information relating to an identified or identifiable natural
person (a*data subject”);

“processing” is any operation performed on personal data, including collection,
recording, combination, modification, organization, storage, retrieval, use, disclosure,
blocking, or destruction;

a“controller” isanatural person or organization that determines how persona data
will be processed; and

*See Marsha Cope Huie et a., The Right to Privacy in Personal Data: the EU Prods the U.S. and
Controversy Continues, 9 Tulsa Journal of Comparative & International Law 391, 456-458 (2002).
“Charter of Fundamental Rights of the European Union (2000/C 364/01), Articles 7-8.

*Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the
protection of individuals with regard to the processing of persona data and on the free movement of
such data.

*See Walczuch, supran.64, at 7, 13.
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the “supervisory authority” is the public authority within an EU member state that is
responsible for monitoring the implementation of its personal data protection laws.®’

The Directive grants broad rights to data subjects but also creates broad
exceptions. Some commentators argue that the exceptions may swallow the rules.®®

Purposes of Processing. Under the Directive, personal data may be collected only for
specified, legitimate purposes. The data may not be processed for other purposes,
unless those purposes are historical, statistical or scientific. Only relevant data may
be collected and processed. Data must either be kept accurate or erased. After the
original purposes of processing have expired, the data may not be retained in aform
that identifies the data subject.*

Consent of Data Subject. A controller may process personal data only with the data
subject’ s unambiguous consent. However, consent is not required if the processing is
necessary to perform a contract for the data subject; to protect the data subject’ s vital
interests; to comply with alegal obligation; to perform atask in the public interest or
in the exercise of official authority; or for other legitimate interests of the controller or
third parties.”

When a controller relies on the “public interest,” “official authority,” or “legitimate
interests” exceptions, the data subject may object to the processing if he has
compelling, legitimate grounds. The data subject may also object to processing of his
personal data without consent for direct marketing purposes.”

Notice to Data Subject. When personal dataiis collected from a data subject, the
controller must identify itself and inform the data subject of the purposes of the
processing.”> When personal datais collected from other sources, the controller must
notify the data subject before recording the data or disclosing it to third parties, unless
the processing is for statistical, historical or scientific purposes.”

Access for Data Subject. When a data subject inquires, a controller must confirm
whether it is processing personal data relating to him. If so, the controller must
describe the data, the purposes of processing, and the processing itself. The controller
must also identify third parties to whom the datais disclosed. The data subject is
entitled to rectify incorrect data, and the controller must provide notice of such
corrections to third parties to whom it disclosed the incorrect data, unless such notice
would require disproportionate effort. The data subject is also entitled to obtain
erasure or blocking of datato prevent unlawful processing.”

“EU Directive 95/46/EC, supran.67, Articles 2, 28(1).

“*See Stephen A. Oxman, Exemptions to the European Union Personal Data Privacy Directive: Wl
They Swallow the Directive?, 24 Boston College International & Comparative Law Review 191 (2000).
“EU Directive 95/46/EC, supran.67, Article 6.

Id. Article 7.

Id. Article 14.

|d. Article 10.

”Id. Article 11.

“Id. Article 12.
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Sgnificant Decisions. The data subject may not be subjected to significant decisions
based solely on automated processing of data that evaluates personal areas like job
performance, creditworthiness, reliability, and conduct. However, there are
exceptions where processing is necessary to perform a contract with the data subject,
or is otherwise authorized by law.™

Confidentiality and Security. Controllers must take reasonable steps to safeguard the
confidentiality and security of personal data.”

Sensitive Data. The Directive prohibits the processing of personal data revealing
race, ethnicity, political opinions, religious or philosophical beliefs, health, or sex life.
(The Directive also suggests that only government authorities should process criminal
records.) However, exceptions alow controllers to process sensitive persona data
under the following conditions:

if the data subject explicitly consents;

if theinformation is aready publicly available;

to protect the vital interests of the data subject or another person where the data
subject isincapable of giving consent;

for preventive medicine, medical diagnosis and treatment, and management of health
care Sservices,

to carry out employment-related rights and obligations;

to establish, exercise, or defend lega claims;

when a non-profit political, philosophical, religious, or trade union organization
processes data on its members or on other persons with whom it has regular contact;
or

for other reasons that member states decide are in the public interest.””

Supervisory Authorities. The supervisory authorities are independent administrative
agencies that are empowered to hear claims of privacy violations, conduct
investigations, make orders, and pursue legal proceedings. They also have advisory
roles on policy.’®

A controller must notify its member state’ s supervisory authority before processing
personal data, unless the processing is unlikely to injure the rights and freedoms of
data subjects. The supervisory authority must keep aregister of processing operations
and insure that they are publicized. When proposed processing operations present
specific risks to data subjects, the supervisory authority must evaluate the proposed
operations and decide if they may proceed.”

”Id. Article 18.

Id. Articles 16-17.

1d. Article 8; see also the EU regulation applying the Directive's requirements to EU government
bodies, Regulation (EC) No. 45/2001 of the European Parliament and of the Council of 18 December
2000 on the protection of individuals with regard to the processing of personal data by the Community
institutions and bodies and on the free movement of such data.

"®EU Directive 95/46/EC, supran.67, Article 28.

”Id. Articles 18-21.
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Judicial Remedies. Data subjects claiming privacy violations may bring suit against
controllersin court and receive compensation. Member states must adopt appropriate
sanctions for violations.®

Broad Exemptions. In addition to the exceptions described above, the Directive has
several broad exemptions that greatly limit its applicability.

First, the Directive does not apply to processing operations concerning the European
Union’sforeign and security policy; immigration and asylum policy; judicid
cooperation; customs cooperation; police cooperation against terrorism, drug-
trafficking and other serious international crimes; programs to combat drug addition;
and programs to combat international fraud.®*

Second, EU member states may exempt themselves from the Directive' s requirements
in matters regarding national security; defense; public security; enforcement of
criminal law or professional ethics; important economic or financial interests,
including monetary, budgetary, and taxation matters; the protection of (unspecified)
rights and freedoms; scientific research; and statistical operations.®

Third, EU member states must provide exemptions from the Directive' s requirements
to ensure freedom of expression for journalism, art, and literature.*

In sum, the Directive generally does not apply to government, news media, and the
arts. Broad exemptions are also provided for scientific, historical, and statistical
activities. Non-profit organizations, health care providers, and employers are exempt
from some requirements regarding sensitive personal data. And there are exceptions
that apply to contracts with data subjects and other legal obligations.

On the other hand, businesses that are non-journalistic and non-artistic, and that wish
to use personal datafor marketing, receive no exemptions. In fact, there are special
restrictions applicable to direct marketing.

Thus, ironically, athough European privacy law originated from reactions to the
abuses of totalitarian governments, the EU data protection law is now directed
primarily at private enterprise.*

Data Transfer Restrictions. The Directive prohibits the transfer of personal datato
controllersin non-EU countries that do not ensure “an adequate level of protection.”®
So far the European Commission has determined that four nations — Switzerland,
Hungary, Canada, and most recently Argentina— provide an adequate level of
protection.®

*Id. Articles 22-24.

|d. Article 3(2); see also Treaty on European Union (1992) Articles V and V1.

EU Directive 95/46/EC, supran.67, Article 13.

®Id. Article 9.

$*See Singleton, supran.64.

®EU Directive 95/46/EC, supran.67, Article 25.

*¢See European Commission Decisions 2000/518/EC of 26 July 2000 (Switzerland); 2000/519/EC of
26 July 2000 (Hungary); 2002/2/EC of 20 December 2001 (Canada); and C(2003)1731 of 30 June 2003
(Argentina).
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Of course, the EU has not severed its trade relations with the rest of the world. The
Directive provides exceptions that permit data transfers to non-approved countries
under the following circumstances:

with the consent of the data subject;

to perform a contract for the data subject;

to protect the vital interests of the data subject;
with data taken from a public register;

in connection with legal claims; or

for important public interests.®”

In addition, EU member states may permit transfers to non-approved countries where
controllers adopt adequate safeguards, such as appropriate contract clauses, and the
EU isinformed of the exceptions.®® 1n 2001 the EU issued standard contract clauses
that comply with the Directive and may be used as amodel or guide by controllers.®
The standard clauses generally incorporate the principles of the Directive, provide
data subjects with legal forums and remedies for abuses, and subject non-EU parties
to the jurisdiction and oversight of EU supervisory authorities and controllers.”

It is also worth noting that in 2000 the EU approved safe harbor provisions negotiated
with the U.S. that allow personal datatransfersto U.S. organizations.”> However, it is
unlikely that other nations will be able to rely on similar provisions, because the safe
harbor provisions' combination of self-regulation and government oversight is
adapted specifically to U.S. law,* and because, realisticaly, it reflects U.S.
bargaining power more than U.S. compliance with EU law.*® In 2002 the EU rel eased
aworking paper concluding that the formal elements of the safe harbor arrangement
arein place, but that concerns remain regarding self-regulation, transparency, and
enforcement.™

Implementation of Directive. The Directive directed all member states to enact laws
implementing the Directive by October 25, 1998. Most member states did not meet
the deadline, and the EU took a number of formal enforcement steps against non-
compliant member states, culminating in court action against five member statesin

¥EU Directive 95/46/EC, supran.67, Article 26(1).
®|d. Article 26(2), (3).

$72001/497/EC: European Commission Decision of 15 June 2001 on standard contractual clauses for
the transfer of personal datato third countries, under Directive 95/46/EC.
1d. Annex, including Appendices1 & 2.
72000/520/EC: European Commission Decision of 26 July 2000 pursuant to Directive 95/46/EC of the
European Parliament and of the Council on the adequacy of the protection provided by the safe harbour
privacy principles and related frequently asked questions issued by the US Department of Commerce.
”Seeid. Annex I.

”’See Steven R. Salbu, The European Union Data Privacy Directive and International Relations, 35
Vanderbilt Journal of Transnational Law 655, 678-684 (2002).

"*The application of Commission Decision 520/2000/EC of 26 July 2000 pursuant to Directive 95/46
of the European Parliament and of the Council on the adequate protection of personal data provided by
the Safe Harbour Privacy Principles and related Frequently Asked Questions issued by the US
Department of Commerce (February 14, 2002).
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January of 2000.*° At thistime almost all member states have enacted compliant data
protection legislation® and created supervisory authorities.”’

The laws enacted by member states generally follow the principles of the Directive
but also incorporate national variations. While a detailed description of each law is
beyond the scope of this memorandum, it isworth briefly describing some variations
that have been adopted by a number of member states, since they may have more
general applicability. Member states have adopted the following variations:

expanding the list of government activities that are exempt from data protection
restrictions to include social welfare and judicial activities;

allowing governments to process racial information, even though it is sensitive, in
order to addressracial inequalities;

providing insurance companies with special access to personal data so that they can
provide insurance and combat fraud;

providing businesses with exceptions to some disclosure requirements so that they can
protect their trade secrets;

providing specia protection for data subjects regarding their credit information and
personal identification numbers;

allowing data subjects to block direct marketing contacts by putting their names on
national lists;

preventing controllers from demanding certain kinds of personal data from data
subjects as a condition for employment or contracts for services,

requiring controllers to notify data subjects of the sources from which they received
personal data;

requiring controllers to notify data subjects of the decision criteriathey used to make
certain decisions based on persona data; and

reducing the level of data protection accorded to basic, publicly available information
such as a data subject’ s name, address, sex, date of birth, telephone and fax numbers,
e-mail address, occupational title and position, and academic degrees.”®

See EU press release | P/00/10, Brussels, 11 January 2000.

*The EU website records current status of member state legislation and provides links to text at
http://europa.eu.int/comm/internal_market/privacy/law/implementation_en.htm.

"For links to both EU and non-EU national supervisory authorities, see the EU website at
http://europa.eu.int/comm/internal_market/privacy/links_en.htm. Another web site with links to both
supervisory authorities and legislation is http://pages.britishlibrary.net/rwong/DP%20A uthorities.htm.
7®See Act on Process ng of Personal Data (Act No. 429, 31 May 2000) (Denmark) 8811 (identification
numbers), 12 (basic information), 19-26 (credit information), 36(2) (direct marketing); Personal Data
Act (523/1999, 22 April 1999) (Finland) §812(11) (insurance), 26(1) (data sources), 26(2) (credit
information); Federal Data Protection Act (18 May 2001) (Germany) §828(3)(3) (basic information),
34(1)(3) (trade secrets); Law 2472/1997 on the Protection of Individuals with regard to the Processing
of Personal Data (9 April 1997) (Greece) Articles 7(2)(v)(cc) (social welfare), 8(3) (identification
numbers), 13(3) (direct marketing); Data Protection (Amendment) Act 2003 (10 April 2003) (Ireland)
85, adding 84(13) to Data Protection Act 1988 (employer data requests); Personal Data Protection Act
(2000/302, 6 July 2000) (Netherlands) Articles 2(2)(e) (judicia activities), 18 (racial inequality), 21(b)
(insurance), 42(4) (decision criterid); Organic Law 15/1999 of 13 December on the Protection of
Personal Data (BOE 298) (Spain) Articles 11(2)(d) (judicial activities), 13(3) (decision criteria),
Second additional provision (basic information), Sixth additional provision (insurance); Personal Data
Act (1998:204, 29 April 1998) (Sweden) §22 (identification numbers); Data Protection Act 1998 (16
July 1998) (United Kingdom) 8§88(5) (trade secrets), 30 (social welfare), 56 (employer data requests),
Schedule 3 89 (racia inequality); EU Regulation (EC) No. 45/2001, supra n.79, Articles 12(1)(f)(iv)
(data sources), 13(d) (decision criteria), 46(c) (judicial activities).
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EU Report on Implementation of Directive. Last May the EU released itsfirst report
evaluating the Directive’ simplementation thus far.*® The report noted that
implementation has been slower than anticipated due to resistance from member
states and business interests.’® A number of member states criticized parts of the
Directive and advocated modifying it before implementation, but the EU responded
by insisting on implementation first, to be followed by modifications if necessary.'™
In the report, the EU criticized member states' legislation for diverging from the
Directive's requirements and threatened to take measures to enforce greater
conformity if necessary.'®

The report aso concluded that public awareness and concern regarding personal data
protection remain low; enforcement efforts by supervisory authorities are lax or
underfunded; the risk of punishment for violations seems low; and that therefore,
compliance by data controllersis “very patchy.” %

Commentary on EU Directive. The Directive’simplementation is still at an early
stage, so present-day commentary assessing its strengths and weaknesses is inherently
speculative. Nonetheless, it isworth briefly reviewing sometypical views expressed
by commentators.

Some commentators are concerned that the Directive will stifle economic growth and
progress. They argue that the Directive does not solve specific, existing, identifiable
problems. Rather, it creates a preemptive, bureaucratic, discretionary regime whose
restrictive yet unpredictable implementation will discourage and hinder the
development of innovative economic activity. Restricting data flow may hurt many
new service industries whose business relies on information collection and
dissemination. And restricting data-based marketing may increase the cost of
marketing, thus driving up the prices of goods and services and also stifling
competition by making it much more difficult for new or small businesses to develop
acustomer base.’**

Other commentators support the Directive's philosophy but worry that its numerous,
broad exemptions may neutralize its effectiveness,'® or that its sweeping provisions
may be impossible to enforce.

Still others are more optimistic, arguing that the Directive does not interfere with
business; rather, it merely requires companies to provide more information and
options to consumers. In fact, data protection may assist business devel opment by
allowing consumers to proceed with more confidence.'®

C. Electronic Communications.

”Commission of the European Communities, First report on the implementation of the Data
Protection Directive (95/46/EC), COM (2003) 265, 15 May 2003.
*ld. at 1 (including n.1), 3, 10
' d. at 7-8, 17.
2|d. at 10-12, 24.
°Id. at 8, 12-13, 15, 19, 26.
1% See Lucas Bergkamp, “EU Data Protection Policy,” Computer Law & Security Report, v. 18, no. 1,
p. 31 (2002); Singleton, supra n.64; Walczuch, supran.64, at 11.
%0Oxman, supran.70.
“Huie, supran.65, at 401; and see also Walczuch, supran.64, at 21.
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Last year the EU issued a directive applying the principles of Directive 95/46/EC to
electronic communications.’”” The directive addresses the use of modern
technologies like the Internet, the World Wide Web, and “cookies’; e-mail and
“gpam”; telephones, caller/receiver identification, and automatic calling machines;
mobile telephones and location finders; and faxes. Member states are directed to
enact |egislation complying with the directive by 31 October 2003;*® however, if past
performanceis areliable guide, implementation is likely to be delayed.

Under the directive, controllers may process persona datain order to provide
goods and services; bill customers; detect errors and technical failures; detect fraud,
settle disputes; assist in emergencies; stop malicious or nuisance communications,
and, in some cases, to market related goods and services. However, automated and
electronic marketing is generally forbidden without the data subject’ s consent, and
controllers must erase datawhen it isno longer relevant. Like the 1995 directive, the
2002 directive isintended to protect the data subject’ s rights to receive notice, grant
or withhold consent, and maintain confidentiality.

The 2002 directive replaced and substantially updated a 1997 directive™ on
the same subject. In response to the terrorist attacks of September 11, 2001, the 2002
Directive increased government powers to use personal data regarding electronic
communications for anti-terrorist purposes.
The descriptive summaries provided thus far show that the U.S. and the EU differ
substantially in their approaches to some privacy issues. Before detailing my specific
recommendations, | will briefly compare different views and circumstances that may
assist Israel in understanding and benefiting from comparative privacy law.
VI.  TheUnited States, the European Union, and Other Sources of Law

According to the Dutch commentator Rita Walczuch:

“A concrete comparison shows the following differences between [the] EU and [the]
US when approaching data protection:

Americans:
are more trusting of the private sector and the market (not the government);

believe in the power of the mass mediato check possible abusesin the private sector;

“Directive 2002/58/EC of the European Parliament and the Council of 12 July 2002 concerning the
processing of personal data and the protection of privacy in the electronic communications sector; see
also EU Regulation (EC) No. 45/2001, supran.79, Chapter 1V.
1‘;"EU Directive 2002/58/EC, supran.109, Article 17(1).

"Directive 97/66/EC of the European Parliament and of the Council of 15 December 1997
concerning the processing of personal data and the protection of privacy in the telecommunications
sector.
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areinclined to think that technologies can contribute to the solutions of problems
created by technologies,

arefairly inclined to engage in a cost-benefit analysis of regulatory aternatives;
are more inclined to adopt reactive rather than proactive regulations; [and]

are more prone to adopt regulations that give consumers information about private
sector practices in order to enable them to exercise their market power to shop for
firms with good policies.

Europeans:

tend to think of self-regulation as being equal to no regulation;
are inclined to overprotect rather than underprotect; and

craft relatively narrow exceptions to broadly applicable rules.

Furthermore, there is a big difference between the two cultures when conceiving the
nature of people’sinterestsin data about themselves. In the European Directives, data
protection belongs to the ‘fundamental rights’ of citizens. In contrast to that,
Americans favor afree flow of information, which is embodied in the First
Amendment [to the U.S. Constitution].”**°

Both the American and European approaches have strengths and weaknesses.
Americans reason that because consumers have many goods and services from which
to choose, private firms have a strong interest in satisfying and not offending them.
For example, a study of American and European web sites found that although Europe
has tougher and more comprehensive data protection laws than the U.S,, the
American web sites had much better privacy policies than the European websites.**
While Americans' trust is not blind — they also rely on avigorous press to disclose
abuses, and sometimes on legal action —they generally fear private enterprise less
than they fear the government. Government bureaucracies, they reason, have
immense power — power to regulate, prohibit, tax, fine, confiscate, imprison, and kill
—and bureaucrats often don’t care whom they offend.

However, the American approach sometimes reacts very slowly when
entrepreneurs don’t care whom they offend. For example, the U.S. Federal Trade
Commission recently opened its “Do Not Call Registry” allowing consumers to place
their telephone numbers on a national registry that blocks telemarketing calls. In the
first two months almost fifty million people subscribed.*** That energetic response is
an indicator of the time wasted, and the aggravation caused, by unrestricted
telemarketing over the years.

HWalczuch, supran.64, at 4-5 (citations omitted).

11See MacDonnell, supran.34, at 365-366.

"See Federal Trade Commission press releases, “Do Not Call Registry Tops 30 Million Phone
Numbers,” August 6, 2003, and “Do Not Call Registry Jumpsto 48.4 Million,” September 2, 2003.
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Unsolicited commercial e-mail —*spam” — also wastes time and causes aggravation.
In addition, the enormous and growing volume of spam isasignificant financia drain
on Internet service providers, and it lows down Internet traffic. Y et although the
problem has been building for years, the U.S. has yet to enact an anti-spam law.**®

The U.S. approach sometimes fails to address problems until they reach crisis
proportions. On the other hand, it also helps to make the U.S. the most economically,
technologically, and culturally dynamic nation on Earth. By way of contrast,
Germany and France favor pro-active, comprehensive, bureaucratic regulation, but
some commentators argue that such high levels of regulation contribute to economic
stagnation in both countries. It remains to be seen whether the EU data protection
regime will encourage multinational corporations to relocate from Europeto the U.S.,
Asia, and elsewhere.

In recent years the contrast between the EU and the U.S. has grown sharper. The EU
ismoving firmly and steadily to impose uniform data protection regulations on EU
member states and, indirectly, on other nations to whom those member states transfer
personal data—in other words, on the whole world. On the other hand, in the two
years since the terrorist attacks of September 11, 2001, the U.S. has led aworldwide
trend to subordinate privacy concerns to security considerations.™*

The EU’ s comprehensive approach may create difficulties for other countries.
As noted above, the EU’ s 1995 Directive forbids member states from transferring
personal datato countries that do not have adequate data protection. Adequate data
protection includes a commitment not to transfer personal datato countries without
adeguate data protection. In other words, a country that wishes to trade freely with
the EU may have to forgo trading with other countries, including the U.S. Some U.S.
officials have characterized the EU’ stransfer restrictions as a potential barrier to free
trade, criticized the EU’ s standard contract clauses as unduly burdensome, and even
expressed doubts about continuing the implementation of the EU-U.S. safe harbor
agreement.™ Thus, disagreements between the U.S. and the EU on data protection
issues will probably have diplomatic and economic consequences for other countries.

However, the EU standard contract clauses do allow other countries to address data
protection issues on a transaction-by-transaction basis, thus avoiding difficult choices
between U.S. and EU markets. And it may even be possible for countries to maintain
privileged trade relations with both the EU and the U.S., although only time will tell.
Canada, which maintains excellent trade relations with the U.S. and is also one of the
few nations whose data protection laws have been approved by the EU, may provide
an instructive example for other countries.

"see Christopher Caldwell, “You've Got Spam,” The Weekly Standard, June 16, 2003; Howard

Bedles, Director, Bureau of Consumer Protection, Federa Trade Commission, “Unsolicited
Commercial Email,” testimony before the Committee on Energy and Commerce, Subcommittee on
Commerce, Trade and Consumer Protection, Subcommittee on Telecommunications and the Internet,
U.S. House of Representatives, Washington, D.C., July 9, 2003.

“For an excellent discussion of differences, interactions and potential conflicts between the US and
EU approaches, see Salbu, supran. 95, at 685-695.

"*See Huie, supra n.65, at 395-402, 461-462; Privacy and Human Rights 2003, supra n.40, Overview,
Transborder Data Flows and Data Havens.
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Asan aside, | note that Canada has well-devel oped privacy laws, on both the federa
and provincial levels.**® Quebec, in particular, has been developing detailed privacy
laws since the 1970's.*'" Canada has broad privacy laws that are overseen by
independent commissioners, which resembles the European model in some respects.
However, like the U.S., Canada focuses primarily on regulating and providing access
to personal data held by government agencies, while relying to some extent on self-
regulation in the private sector.**® While a detailed analysis of Canadian law is
beyond the scope of this memorandum, | have found it to be arich source of
comparative law, on a par with the U.S. and Europe. Australia, too, is an excellent
source of comparative privacy law.'*°

The U.S. is probably the most dynamic legal |aboratory in the world. Federal law
interacts with fifty state legal systems; statutes and regulations are interpreted and
supplemented by judges at common law; and a politically active and litigious culture
continually advances the law-making process. When they are on point, U.S. law and
scholarship are always worth consulting.

However, the U.S. approach to privacy law has not been as systematic as that of
Europe, Canadaor Australia. The European approach, which attempts to analyze and
regulate privacy mattersin a more unified fashion, generates theoretical insights and
practical solutions not found in U.S. law.

When Isragli policymakers wish to consult foreign privacy laws, asurvey of U.S,,
European, and perhaps Canadian and Australian law will amost always provide an
instructive and fairly comprehensive array of policy considerations and regulatory
approaches. If timeislimited, research need not go far beyond those jurisdictions.

Based on my own research, | do not recommend that Israel adopt the privacy laws of
any one country or region. Rather, | recommend the adoption from each jurisdiction
of those measures that are likely to work best in Isragl.

The primary Canadian federal privacy laws are the Privacy Act (R.S. 1985, c. P-21), and the
Personal Information Protection and Electronic Documents Act (2000, c¢. 5). The Privacy
Commissioner of Canada maintains a website at http://www.privcom.gc.cal. Links to provincial laws
and privacy commissions may be found at http://canada.justi ce.gc.ca/en/ps/atip/provte.html.

"7 See historical summary at http://www.cai.gouv.gc.caleng/cai_en/cai_his_en.htm. Quebec’'s primary
privacy laws are L.R.Q., chapter A-2.1, An Act respecting access to documents held by public bodies
and the protection of persona information, and L.R.Q., chapter P-39.1, An Act respecting the
protection of personal information in the private sector.

“8Privacy and Human Rights 2003, supra n.40, Overview, Comprehensive Laws.

"See website of the Australian Privacy Commissioner at http://www.privacy.gov.au/, with links to
federal and state privacy laws and commissions.
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